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1. OBIIAST XAPAKTEPUCTHUKA PABOYEM ITPOI' PAMMBI
YYEBHOU T CHUITJIMHBI

1.1. Mecto YyuyeOHOIl JUCHUIUVIMHBI B CTPYKType OCHOBHOWH mpodeccuoHaJbLHOI
o0pa3oBaTe/IbHOM MPOrpaMmbl: yueOHas UCHUILTUHA OTHOCUTCA K 001IenpodeccuoHaIbHOMY
[UKITy, CBS3aHA C OCBOCHUEM MPOGECCHOHATBHBIX KOMIIETCHIIUN M0 BCEM MPOGECCHOHATHHBIM
MOAYJIAM, BXOJAIIUM B CIICHUAJIBHOCTD.

1.2. llesp ¥ NJIAaHUPYeMble Pe3yJIbTAThl 0CBOCHHSI Y4eOHOH JUCIUIJIMHBI:

BriOupats ciocoOs! perenus 3aad mpopecCHOHANBHON NesITeTbHOCTH TPUMEHUTEIBHO K

OK 01.
Pa3IUYHBIM KOHTEKCTAM;
OK 04. | DddexTrBHO B3aUMOJICHCTBOBATh U pab0OTAaTh B KOJUIGKTHBE M KOMAHJIE;
OK 05. OcCyIIecTBIIATh YCTHYIO U IUCbMEHHYI0 KOMMYHHMKAIUIO HA TOCYAAPCTBEHHOM SI3BIKE
Poccuiickoit @enepanuu ¢ yueToM 0COOEHHOCTEH COMAIBHOTO U KYJIbTYPHOTO KOHTEKCTA;
OK 09, [Tonp30BaTbes NpodeccnoHaIbHOM TOKyMEHTaluell Ha TOCYAapCTBEHHOM U MHOCTPAaHHOM

SA3BIKaXx.




2. CTPYKTYPA 1 COJAEP)KAHUE YUEBHOU JIUCIIMITJIMHEI

2.1 O6beM y4eOHOI TUCIUIIHHBI U BU/IbI Y4e0HOH padoThl

= Ob6beM
By yueOHo# paboThI €ACOB
O6s13aTe/IbHbIE Ay TUTOPHBbIE YUeOHbIE 3aHATHS (BCETr0) 108

B TOM 4YHCJIC:

— TCOPETHYCCKUC 3aHATUA

— MPAKTUYCCKUC 3aHATUA

— KOHTPOJIbHBIE Pa0OTHI

CamocrosiTesibHass padoTa (Bcero)

B TOM YHCJIC:

— paboTa ¢ KOHCIIEKTaMH JISKIUH MTPU OJrOTOBKE K KOHTPOJIbHOM
pabore

— COCTaBJICHUE CXEMBI

— COCTaBJICHUE TaOIHUIIBI

[Mpomexxyrounass ATTECTALIUA B popme nuddepenunpoBanHoro 3auéra




2.2. TemaTuuyeckmii niiaH u cogep:kanue yuedHoii qucuunaunst «OI1.13.01.02
NudopmannonHas 6e301acCHOCTD)

HaunmenoBanue
pa3eiioB U TEM

Coneprxanue y4eOHOTO Matepuaia
1 GOpMBI OpraHU3aIUH ICATEITHHOCTH
o0yJarmuxcs

O0beM
4acoB

OcBanBaeMbIe
DIIEMEHTEI
KOMIIETEHIIU A

1

2

3

BBE/IEHUE

Cooepircanue yueonozo mamepuana

[TonsiTue BHENIHEN U BHYTPEHHEH
OMAacHOCTH JJIsl IPOrpaMM U JaHHbIX. Llens
Y Ha3HAYCHUE YUCOHOU MUCIIUTUTHHBI

OK 01,0K
04,0K 05,
OK 09

PA3JEJ 1

IPOBJEMbI HH®OPMAIIMOHHON BE3OITACHOCTH

Tema 1.1
OCHOBHBIE TTOHSTHUSA
Y aHaJIM3 YIpo3
MH(POPMAIIMOHHOM
0e30macHOCTH

Cooepotcanue yueonozo mamepuana

OCHOBHBIE MOHATHS Y aHAIHU3 YTPO3
MH(POPMAIIMOHHOM OE30MaCHOCTH

Camocmoamenvnas paboma 60
e3aumooeiicmeuu ¢ npenooasamesnem

CP U3yueHue memooos peanuzayuu yepo3
uHghopmayuouHol bezonacHocmu

CP Ananus y2pos u yazeumocmu
becnposooHbIX cemell

OK 01,0K
04,0K 05,
OK 09

Ilpakmuueckue 3anamus — e
npeodycmompeHbl

Camocmoamenvnasn paboma cmyoenmos

CocTaBUTh U 3aII0JIHUTH CXEMY pcain3alnu
yrpo3 uHHOPMAIMOHHOM O€30MaCHOCTH

Tema 1.2. IToautuka
0€30IacCHOCTH B
CTaHapThI
MH(OPMAITMOHHON
0e30IMacHOCTH

Cooepotcanue yueonozo mamepuana

OCHOBHBIE TTOHATUSA TTOJIUTUKHA
0€30I1aCHOCTH

CtpyKTypa NOJUTUKHA O€30IaCHOCTH
OpraHu3alu

MexnyHapoaHble CTaHAAPThI
nH(pOpMaLMOHHON 06€3011acHOCTH

OTredecTBEHHBIE CTAHIAPTHI
nH(POPMAIMOHHOM 6€30MacHOCTH

Camocmoamenvhuas paboma 60
63aUMO0€eICMEUN ¢ npenodasamesiem

CP U3zyyenue npoyedyp 6ezonacHocmu

Hpaxmuttecxue 3AHAmMUA

I13 1 Ucnonb3oBanue 0a3 JaHHBIX IS
M3y4eHHs] HOPMATUBHBIX IOKyMEHTOB B
oGacTi HHPOPMAIIMOHHOM 6€30MaCHOCTH.

Camocmoamenvnas paboma cmyoenmoe

CocTaBuTh 00001IEHHYIO TAOIUILY
CUCTCMATHU3AlUN MCIKAYHAPOJAHBIX
CTaHIapTOB WH(POPMAITMOHHOM
0€301MacHOCTH

OK 01,0K
04,0K 05,
OK 09




| Kontposnbnas padora Nel 1

PA3JIEJI 2 16
TEXHOJIOI'MU 3AINNTHI JAHHBIX

Tema 2.1. Cooeporcanue yuednozo mamepuana OK 01,0K
HpuHumme! CHUMMETpHUYHBIE KPUIITOCUCTEMBI OO‘;{OOI; 05,
Kpunrorpaguueckoi | mmdpoBaHus

3alINTBI AcuMMeTpHYHbIE KPHUIITOCUCTEMBI
uHpopManuu mmmdpoBaHus

KomOuHanpoBaHHas KpUNITOCHCTEMA
mmmdpoBaHus

OnextpoHHas M(ppoBas NOANKUCH U
(GYHKINU XEIIUPOBAHUS

VYipasineHue KpUnTOKI0YaMu

Camocmoamenshnas paboma 60
eé3aumooeiicmeuu ¢ npenooagameJiem

CP Bo3mooichocmu ucnonb308anus YyHKYuLl
Xewuposanus
Ilpakmuueckue 3anamus

I3 2 Peammszanuss  JTOTHPOBaHUS
Ha Python

13 3 llludporanwue u
nemuppoBaHie ¢ UCIOJIH30BAHUEM 8
CUMMETPUYHOTO aJITOPUTMA

I3 4 Hludposanue RSA Cipher

II3 5 Hcnons3oBaHue METOHOB C
OTKpI)ITBIM KIIFOYOM

Camocmoamenvnas paboma
cmyoenmog

CocraButb BCA Tpancno3uuuu

Tewma 2.2. Cooeporcanue yueonozo mamepuana

Texuomoruu AyTteHTH(UKaLUs, aBTOpU3ALUS U
ayTeHTU(UKALUU aJIMMHUCTPUPOBAHUE IEHCTBUN
110JIb30BATEJIEH

MeTto/p1 ayTeHTU(UKAIIAN, UCTIOTB3YIOIINE 2
napoiu u PIN-koer

Crporas ayreHTU(DUKALUSA

buomerpuueckas ayreHTUUKALINS
IIOJIB30BATENISA

Camocmoamenvnan paboma 6o
e3aumooeiicmeuu ¢ npenooasamesiem

CP Hcnonvzosanue buomempuieckotl
aymenmugpuxayuu npu wugposaruu

Hpaxmuttecxue 3aAHAmMUA

I3 6 Peanmzanus ayreHTHQHUKAIAH 2
cpeacrtBamu Python

Camocmoamenvnasn padoma
CHyO0eHmoes

YcTaHoBUTH Ha KOMIIBIOTEPE
oubnuoteky Cryptography

KontpoabHas padora Ne2 1




PA3JIEJ 3

TEXHOJIOT'MA OGHAPYKEHUS BTOPKEHUM

13

Tema 3.1. Ananuz
3alUIICHHOCTH U
oOHapyKeHHE aTaKk

Cooepotcanue yueonozo mamepuana

KoH1enus aanTHBHOTO yIIpaBICHUS
0€30I1aCHOCTBIO

TexHojiornu aHaiau3a 3al[UIIEHHOCTH

TexHonorun oOHAPYKEHUS aTak

Camocmoamenvnuasa paboma 6o
63aumooeiicmeuu ¢ nPenooasamesiem

CP Cucmemamu3zayus cpeocmes aHaiu3a
sawuwennocmu OC

Hpaxmuuecxue 3AHAMUA

I13 7 O0ecnieuenne 0€30I1aCHOCTH
MPHIIOKCHHUS

OK 01,0K
04,0K 05,
OK 09

Camocmoamenvnan paboma cmyoenmog

CocTaBUTh KJIACCH(PHUKAIIMOHHYIO CXEMY
Mep obecrieueHus: 0€30MacHOCTH
IIPHUIIOKCHUSA

Tema 3.2. 3amura
OT BUPYCOB

Cooepotcanue yueonozo mamepuana

Kommnbrotepusie BUPYCHI U TTPOOIEMBI
AHTUBUPYCHOM 3aIUTHI

AHTHBUPYCHBIE IIPOTPAMMBI U KOMILIEKCHI

[TocTpoeHne cucTeMbl aHTUBUPYCHOM
3aILUTHI

Camocmoamensnasn paboma 60
e3aumooeiicmeuu ¢ npenoodagameiem

CP Ananus ocHOBHbIX KAHANL08
PACnpPOCMPanerus 6UPYCco8

Hpakmuuecmte 3anamusn

I13 8 VzyueHne HaCTpOEK CPEICTB
AHTUBUPYCHOH 3alIUTHI HH(pOpMauu

Camocmoamenvnan paboma cmyoenmog

N3yuuth anroput™ paboThl BUpyca

KonTtpoabHnas paGora Ne3

IIpome:xxyTouHas arrecrauus B (popme 11 PepeHIHPOBAHHOIO

3ayéra

BCEIO:

108




3. YCJIOBUS PEAJIM3ALIMM PABOYEN ITPOI' PAMMBI

3.1. Mamepuanvno-mexnuueckoe ooecneuenue



Peanu3zarus IPOTPaMMBI npezrnonaraet HaJIN4He naboparopuun
ToBapoBeeHUs TPOIOBOIBCTBEHHBIX TOBAPOB.
Obopyoosanue 1abopamopuu u pabouux mecm:
. ABTOMaTH3UpOBaHHbIE paboune Mecta Ha 12-15 obOywaromuxcs (IIpormeccop HE HIKe
Core 13, oneparuBHas naMaTh 00beMoM He MeHee 4 1'0;)
. ABToMaTtusupoBaHHoe paboduee mecto npenoaasatens ([Ipoueccop ne Hike Core i3,
oTiepaTUBHAs NaMATh 00beMOM He MeHee 4 1°0;)
. MHuoro¢dyaknuonansHoe yctpoiictBo (MDY) dhopmata A4;
. [TpoekTop u 3KpaH;
. MapxkepHas 10CKa;
. [TporpamMHoOe obecrieueHne o0mero u NpoheCCHOHATFHOTO Ha3HAYEHUs (TIPOrpaMMHOE

obecnieuenue: bJ] Koncymnprant mioc, OpenSSL, TrueCrypt, ImageSpy, OpenVPN, MS Office,
nemoBepcun VipNet client, SecretNet)

3.2. Hngpopmayuonnoe obecneuenue ooyuenus
Ilepeuenv ucnonvzyemuix yueonvix uzoanuii, Humepunem-pecypcos, 00noJiHumenvHou

Jaumepamypul

OCHOBHBIE UCTOYHUKMU:

1. [Tpoxoposa, O. B. Mudopmaironnas 6e30mMacHOCTb U 3a1uTa MHQOpMaLy : yaeOHUK
s crio / O. B. TIpoxopoBa. — 5-e u3., crep. — Cankr-IlerepOypr : Jlans, 2024. — 124 ¢. —
ISBN 978-5-507-47517-9. — Tekct : 27neKTpOHHBIN // JIaHb : 371€KTPOHHO-OMOIMOTEYHAs
cucrema. — URL.: https://e.lanbook.com/book/385082

2. Huxudopos, C. H. MeToap! 3amuThl HHGOpMAIUK. 3aliTa OT BHEIIHUX BTOPKCHUH : yueOHOE
nocobue st crio / C. H. Hukudopos. — 3-e usn., crep. — Cankrt-IlerepOypr : Jlans, 2024. —
96 c. — ISBN 978-5-507-50317-9. — Tekcr : aneKTpoHHbIM // JIaHb : 2JIEKTPOHHO-
onbnmoreunas cucrema. — URL: https://e.lanbook.com/book/417899

1. Huxkudopos, C. H Meros! 3ammTsl HHGOpMAIUK. 3alUIIeHHbIE CeTH : yaeOHOe ocodue st cro / C. H.
Huxudopos. — 2-e u3n., crep. — Cankr-IlerepOypr : Jlanp, 2024. — 96 c¢. — ISBN 978-5-8114-7907-8.

— Texcer : anexkTpoHHBIN

4. KOHTPOJIb 1 OLIEHKA PE3VJIbTATOB OCBOEHNWS YUYEFHOM JUCLIUITJIMHEI

Pesynomamoi 06yuenus

Kpumepuu oyenxu

Dopmbl U Memoobl OYeHKU

Y1 Ucnonb3oBath
COBpPEMEHHBIE
IPOTPaMMHO-
arnrnapaTHbIe
CpeZCTBa 3aIUTHI
uHpopMaun

VY2 I[lonoGpats u
o0ecreuynThb
3aIATy
uHpopMaun

Ipasunvrocms, notHoma
BbINOIHEHUS 3A0AHULL, MOYHOCHb
@Popmyauposox, moyHocmy
pacuemos, coomeemcmeue
mpebosaHusM

AOdexsamuocms, ONMUMAILHOCMb
8b100pa cnocobos deticmauil,
Memooo08, mexHuk,
nocinedosamebHoCmell 0eticmeutl
u m.o.

Tounocmw oyenku
Coomeemcmaue mpebosanusim
UHCMPYKYULL,

pecnamenmos

Payuonanvrnocms oeticmeuti u m.o.

Texkywyuit Konmpop:

- 3auuma om4emos no NPAKMUYeCcKum
3aHAMUAM,

- OYeHKa 3a0aHull 05l BHeayOUMOpPHOL
(camocmosmenvbHoll) pabomol

- 9KCNEepMHAsl OYeHKa
O0eMOHCIMPUPYEMbIX

VMeHULL, 8bINOIHAEMbIX 0eUCMBULL 8
npoyecce NPAKMUYeCKUx 3aHAmul
Ilpomesricymounan ammecmayus
- 9KCNEePMHAsL OYEHKA BbINOIHEHUS
NPAKMU4ecKux 3aHAmull Ha
ougpepenyuposarnrom 3aueme



https://e.lanbook.com/book/385082
https://e.lanbook.com/book/417899

Ilonnoma omeemos, mouynocmo
Gopmynuposok, ne menee 70%
NPABUNLHBIX OMNEEMO8.

He menee 75% npasunvruix
0meemoa.

31 CoBpemeHHbIE
3aKOHBI, CTaH/IaPTHI,
METO/bI U TEXHOJIOTUH B
00JIaCTH 3aIUTHI
uHpopMaun

32 TpeboBanus k
3anmTe HHPOpMaLUu

Texywuit Konmpono

npu npoeeoeHuu:
-NUCbMEHHO20/YCMHO20 ONpPOCA;
-mecmuposanus;

-OYeHKU pe3yIbmamos 6HeayOumopHoll
(camocmosmenvholl) pabomsl

Axmyanbnocms membl, (coobwenuti meopemuyecKkou yacmu

OTIPEICTICHHOTO THIIA A0eK8amHoCmb NPOEKmMos, YueOHbIX UCCIe008AHUL U
Pe3yibmamos noCmasieHHbIM m.o.
yesim,

noJjiHoma omeemoe, Mmo4YHOCnb Hpomeofcymowmﬂ ammecmauusn

@opmyaupoeox, adekeamHocmo
npumMeHenUsl

npogheccuoHaIbHOU MEPMUHOIOSUU

6 popme ouppepenyuposarnnoco
3ayéma no yuebHol OUCYUniIuHe
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