MuHHCTEPCTBO CeJbCKOro xo3siicTBa Poccuiickoit @enepanuu
(denepanbHOe rocy1apcTBeHHOE, 0K0I:KeTHOE 00pa30BaTe/IbHOE YUpPeKICHUEe
BbICIIEr0 00pa3oBaHus «/larectaHCKui rocyapCcTBEeHHbIN arpapHblii
yHuBepcuretr umenu M.M. [I:xxamOy1aToBay»
ArpapHO-3KOHOMHYECKUHN TEXHUKYM

PABOYAS IPOT'PAMMA YUEBHOM JUCHUTLINHBI

«OI1.A3.01.02 UudopmaninoHHasi 0€30MACHOCTH)

IJIS CIeHAJbLHOCTH:

«09.02.07 UndopManmoHHbIe CUCTEMbI M IPOrPAMMMPOBAHHE)

dDopMa 00y4YeHHUs] — OYHAA

Cpox ooyuenus CI1O no [HTICC3 — 2 2.10 m.

MaxaukaJa 2023

[DOKYMEHT MOAMWUCAH
BNEKTPOHHOM MOANUCHIO

Ceprbukar: 29338D67E2D501448BECFOBABCEBECBA
Brageneu; fixauGynatos romenoai
HeiicTeutenen: ¢ 2: 3.06.20:




PabGouass mporpamma nucHuIUIMHBI pa3paboraHa Ha ocHoBe denepanbHOro
rOCyJlapCTBEHHOIO  O0Opa30BaTEIbHOrO  CTaHAApTa MO  CIELHUAJIbHOCTH
(mpodeccun) CpeaHero po¢heCCUOHAIBHOTO o0pa3zoBaHUs st
CIeHATbHOCTH 09.02.07 «HdopmanmoHHbIe CUCTEMBbI U
NPOrpaMMHPOBaHUE»,  YTBEP:KAEHHOT0  NPHKA30M Munucrepcraa
oOpa3zoBanus U Hayku Poccuiickoit @egepauuu ot 9 nexadps 2016 r. Ne
1547.

Opranuzanus-paspadotunk: OI'BOY BO «/larectanckuii rocynapCTBEHHbBIN
arpapHbelii  yHuBepcuter uMenu M.M.  JIxamOynatoBa»  ArpapHo-
DKOHOMHYECKUHUTEXHUKYM.

COI'ZTACOBAHO:

e S N > /
Hupextop ADT OJIITUCH Maromenos J[.A.
p p

Onobpeno Ha 3acenanuu [T1K
OO0menpodheCCHOHAIBHBIX U
CHEeNUATBLHBIX TUCIUIUIHAH T10
cneruansHocTH 09.02.07
«MH(OpMALIMOHHBIE CUCTEMBI U
MPOrPAMMHUPOBAHHE »

«10» mapta 2023r., npotokois Ne 7

IIpencenarens [TIIK 0.0. KacumoBckas

COI'TTACOBAHO -,

Jlupextop Komnauun Color- I'T, Uurepuer petexis /Y CanuxoB A.b.



COJEPXAHUE

CTp

1. OBIIASI XAPAKTEPMCTUKA PABOYEN [TPOTPAMMBI YUEBHOI 3
JIMCUATUIMHEI

2. CTPYKTYPA U COJEPYKAHUE PABOYEN TTPOTPAMMbBI VUEBHOMU 4
JIMCUATUIMHEI

3. VCJIOBUSI PEAJIU3ALIMY PABOYEN TTPOTPAMMBI 9
4. KOHTPOJIb Y OLIEHKA PE3VJIbTATOB OCBOEHMS YUEBHO 11
JIMCUATUTNHEI

1. OBIIAAL XAPAKTEPUCTHKA PABOYEI ITPOI' PAMMBI
YYEBHOU AMCIHUITIMHBI

1.1. Mecto y4eOHOH JUCHUIVIMHBI B CTPYKTYpe OCHOBHOH NpoQecCHOHATbHON
o0pa3oBaTe/ibHOI NporpamMmMbl: yueOHast TUCIUIUIMHA OTHOCUTCS K 001IenpodecCuOHATBHOMY
LUKITy, CBA3aHa C OCBOCHHEM NMPOPECCHOHATBHBIX KOMIIETEHIIMH MO BCEM NMPO(PECCHOHAIBHBIM
MOJYJISIM, BXOJIILIIUM B CIIELIUATIbHOCTb.

1.2. Ilesib ¥ IUIaHUpPYeEMbIe Pe3yJIbTAThl 0CBOCHUS Y4eOHOM JMCUUIIIIUHbI:

Kogllg K, YMmenusi 3HaHus
OK 1-11 Y1 Hcnonb30BaTh COBpEeMEHHBIE 31 CoBpeMeHHbBIE 3aKOHBI, CTaHAAPTHI, METOJIBI
1K 4.4 IpOrpaMMHO-aIIapaTHHIE M TEXHOJOTMH B  OOJAaCTH  3alUThI
CpEeICTBA 3aIUTH HHPOpMAIIUU uH(popMaun
Y2 Ilono6path 1 06ecneyuTh 32 TpebGoBanust K 3amuTe  HHGOpMAIMU




‘ 3amuTy nHGOpMaUU ONPEAEIEHHOTO THUIIA

2. CTPYKTYPA U COJIEPXKAHUE YUYEBHOU JIUCIATIIVHBI

2.1 O0beM yueOHOM AMCUMIIMHBI M BUABI Y4eOHOI padoThl

O6bem
Bun yae6HO# paboThI
okl P 4acoB
O0s3aTesIbHBIE Ay IUTOPHbIE Y4eOHbIe 3aHATHSA (BCEro) 108

B TOM YHCIJIC:

— TCEOPETUYCCKUC 3aHATUA

— MPAKTUYCCKUC 3aHATUA

— KOHTpPOJIbHBIE PabOThI

CamocrosiTesqibHasi padora (Bcero)

B TOM 4HUCJIC:

— paboTa ¢ KOHCIIEKTaMH JICKIIUH MPU IMOATOTOBKE K KOHTPOJIbHOM
pabore

— COCTaBJICHUE CXEMBbI

— COCTaBJICHUE TA0JIUIIBI

ITpomexxyrounas ATTECTALIMA B dopme nuddepeHIpoBaHHOro 3a4éTa




2.2. TemaTnueckuii IJIaH U coiep:kanune yueOHoi aucuuminubl «OI1./13.01.02
Nudopmanmonnas 6€30MacHOCTDH)

HaunmenoBanue
pa3zieiioB U TEM

Copneprkanue y4eOHOro Matepuana
1 (GOPMBI OpraHU3aIMH JACITEITBHOCTH
00yJaromuxcs

O6BeM
4acoB

OcBauBaeMbie
3JIEMEHTEI
KOMIIETEHIIUN

1

2

3

BBE/IEHUE

Cooepicanue yuedbnozo mamepuana

IlonsATHE BHELIHEN U BHYTPEHHEN
OIIACHOCTH U1l IPOTrpaMM U AaHHbIX. [ens
Y Ha3HaYCHHE y4eOHOM IUCIUIUINHBI

OK 1-11

PA3JEJ 1

MPOBJIEMbI HHO®OPMAIIMOHHOM BE30ITACHOCTH

Tema 1.1
OCHOBHBIC TIOHSITHSI
Y aHaJIu3 yTpo3
HH(pOPMAITHOHHOM
0e30macHOCTH

Cooepocanue yuednozo mamepuana

OCHOBHBIE TIOHSTHSL U aHAJIN3 yIPO3
nH(POPMAIIMOHHOHN 0€30MaCHOCTH

CamocmoamenvHnas paboma 60
eé3aumooeiicmeuu ¢ npenooasamenem

CP Uzyuenue memooos peanuzayuu yepo3
UHGOPMAYUOHHOU DE30NACHOCU

CP Ananu3z yepo3 u ysa3eumocmu
becnpo8oOHbIX cemell

OK 1-11

Ilpakmuueckue 3anamun — He
npeodycmMompeHul

Camocmoamenvnan paboma cmyo0eHmog

CocTaBUTh U 3aIIOJIHUTH CXEMY peaTn3aluu
yrpo3 HHPOPMAIIMOHHON 6€30MacHOCTH

Tema 1.2. Ilonutnka
0C30IMaCHOCTH U
CTaH/IaPTHI
MH(pOPMAaLMOHHOM
0e30macHOCTH

Cooepotcanue yueonozo mamepuana

OCHOBHBIE TTOHATHUS TOJIUTUKHU
0€e30I1aCHOCTH

CtpyKTypa NOTUTHKHA O0€301TaCHOCTH
OpraHu3alyu

MesxayHapoIHbIe CTaHIAPTHI
MH(pOPMaIMOHHOM 6€30MacCHOCTH

OTtedecTBEHHBIE CTaHAAPTHI
MH(pOPMaIIMOHHOM 6€30MacCHOCTH

Camocmoamenvhuas paboma 60
63AUMO0CIICIEUN C NPEenodasamenem

CP U3yuenue npoyedyp bezonacuocmu

Hpaxmuttecxue 3AHAMUA

I13 1 Ucnonb3oBanue 0a3 JaHHBIX IS
M3Y4YCHHSI HOPMATHUBHBIX JOKYMEHTOB B
obnactu nHOOPMAITMOHHOM 0€30MMaCHOCTH.

Camocmoamenvnasn paboma cmyo0eHmog

CocTaBuTh 00001ICHHYIO TAOIUILY
cUCTeMaTHU3allui MEeXIYHApOIHBIX
CTaH/1apTOB MH(OPMALIMOHHOM
6€30MacHOCTH

OK 1-11




| KontposabHas pabora Nel 1

PA3JIEJI 2 16
TEXHOJOT'UHU 3AIUTHI JAHHBIX

Tema 2.1. Cooleporcanue yueoHo2o mamepuaia OK I-11
[puHIm@nbI CUMMeTpHYHBIE KPUIITOCUCTEMBI
Kpunrorpapu4eckoi | mmpposanus
3aIlIUTBI AcuMMeTpHUYHBIE KPUIITOCUCTEMBI
uHpopmManuu mudpoBaHuUs
KomOunupoBaHHas Kpunrocucrema
mudpoBaHuUs
OnexTpoHHas U(pPoBast MOIMUCH U
(YHKIIMHU XENIMPOBAHUS
VYnpaiieHue KpUNTOKITIOYaMH
Camocmoamenvhnas paboma 60
eé3aumooeiicmeuu ¢ npenooasamenem
CP Bo3zmoocnocmu ucnonv308anus pyHKyut
Xewuposanus
Ilpakmuueckue 3anamus
I3 2 Peanuzanust ~ jorupoBaHus
Ha Python

113 3 llludposanue u
JemuppoBaHUe C HUCIOJIb30BaHUEM 8
CUMMETPUYHOI0 aJITOPUTMA

113 4 lIudposanne RSA Cipher

II3 5 HMcnonn3oBanue METOOOB C
OTKPBITHIM KIIFOYOM

Camocmoamenvnasn paboma
CMYyO0eHmos

CocraButh BCA Tpancnoszunuu

Tema 2.2. Cooeporcanue yuednozo mamepuana

Texuomornu AyTrenTH(UKaLNA, aBTOPU3ALUSI U
ayTeHTU(UKAIMK aJIMMHUCTPUPOBAHUE IEUCTBUN
110JIb30BATEJICH

Metonb! ayTeHTU(DUKALIMH, UCTIONb3YIOIINE 2
naposii 1 PIN-kozsl

Crporast ayTeHTU(UKALUs

buomerpuueckas ayreHTUUKALIMS
10JIb30BATEIs

Camocmosamenvnas paboma 60
63aumoo0eiicmeuu ¢ npenooagamenem

CP Ucnonvzosanue buomempuyeckou
aymenmugukayuu npu wu@dposaHuu

Hpakmultecxue 3anamusn

II3 6 Peanuzauus ayreHTudukanuu 2
cpeacramu Python

Camocmoamenvnasn paboma
CMYyO0eHmog

YcTaHoBUTH Ha KOMITBIOTEPE
6ubnuoreky Cryptography

KonrtpoabHnas pabora Ne2 1




PA3JIEJ 3

TEXHOJIOTMH OBHAPYKEHW S BTOPKEHUI 13

Tema 3.1. Anamu3 | Coodeparcanue yuebnozo mamepuana OK I-11
3aIWINCHHOCTH 1 KoHuenuus aganTuBHOTO yIpaBiIeHUs
oOHapyKeHHE aTaK | Ge30MaCHOCTBIO 1
TexHoI0oruu aHanu3a 3alMIIEHHOCTH
TexHonornu oOHapyKeHUs aTaKk
Camocmoamenvnuasa paboma 6o
e3aumooeiicmeuu ¢ npenooasamesiem
CP Cucmemamu3zayusi cpe0cme aHaiu3d
sawuwennocmu OC

Ilpakmuueckue 3anamus

I13 7 Ob6ecneuenre 6€30MaCHOCTU 2
TIPYIIOKCHUS

Camocmoamenvnan paboma cmyo0eHmog

CocTaBUTh KIACCU(PUKAITMOHHYIO CXEMY
Mep obecrieueHust 0€30MacCHOCTH
TIPYIIOKCHHUS

Tema 3.2. 3aumuta | Codeparcanue yuedHo2o mamepuana

OT BUPYCOB KomMmribrotepHbie BUPYCHI U TPOOIEMBI
AHTUBUPYCHOM 3aIUTHI

AHTI/IBI/Ip}/CHHe IIpOorpaMmbl U KOMIIJICKCHI

[TocTpoenue cuctemMbl aHTUBUPYCHOU
3aIUTHI

Camocmoamenvhnas paboma 60
63aumooeiicmeuu ¢ npenooagamesem

CP Ananus ocnosmvlx KAHAN08
pacnpocmpaneHus 6Upycos

Hpaxmuttecxue 3AHAMUA

I13 8 13yuenune HacTpoek CpeacTs 2
AHTUBUPYCHOM 3alIUTHI HHOPMaAIIUU

Camocmoamenvnan paboma cmyo0eHmog

W3yuuTh anroputm paboThl BUpyca

KontposabHas pa6ora Ne3 1

IIpome:xxyToyHast arrecranus B ¢gopme 1 pepeHIUPOBAHHOIO
3a4éra

BCEIO: | 108

3. YCJIOBUS PEAJIM3ALIMM PABOYEN ITPOI' PAMMBI

3.1. Mamepuanvho-mexnuueckoe odecneuenue



10.
11.
12.
13.
14.
15.

16.

Peanu3arus MPOrPaMMBbI Mpenoiaraet HaIH4ue naboparopuu
ToBapoBeneHus MPOJOBOILCTBEHHBIX TOBAPOB.

Obopyodosanue 1abopamopuu u paboyux mecm:

ABTOMaTH3UpOBaHHBIE paboune mecta Ha 12-15 oOyuarommxcs (IIpomeccop He Huke
Core i3, onepatuBHas nmaMsath 00beMoM He MeHee 4 10;)

ABTomartusupoBaHHoe paboyee mecto mpernoaasarens (IIpomeccop ne nmxe Core i3,
orepaTUBHas NaMATh 00beMOM He MeHee 4 ['0;)

MuorodyHnkimonaibHoe yctpoiictBo (MDY) hopmara A4,

[Ipoekrop u 3KpaH;

MapkepHas 10cKa;

[Tporpammuoe obecrieuenne o0Iero u NpoGecCuoHaTbHOTO Ha3HAYCHHS (IIPOTPAMMHOE
obecneuenue: bl Koncynprant mitoc, OpenSSL, TrueCrypt, ImageSpy, OpenVPN, MS Office,
nemoBepcuu VipNet client, SecretNet)

3.2. Hugpopmayuonnoe obecneuenue 00yuenusn
Ilepeuens ucnonvzyemoix yueonvix uzoanuit, Hnmepnem-pecypcos, 00noinumenbHoi
Jaumepamypol
OCHOBHBIE UICTOYHUKU:

bapanosa E.K. MoaenupoBanue cuctemMsl 3amuThl nHQopMmanuu. [Ipaktukym: yueo.
nocobue 11t crynentoB By3oB / E. K. bapanosa, A. B. ba6am. - M. : PUOP : UHOPA-M, 2015.
- 120 c. - (Bricmiee obpaszoBanue : bakanaBpuar)

3amuTa uHpopmalun: yued. mocodue i CTyJIeHTOB By30B (OakaniaBpuaT U
maructpatypa) / A. I1. XKyk, E. I1. XKyk, O. M. Jlenemkun, A. . Tumomkun. - M. : PUOP :
NHOPA-M, 2013. - 392 c. - (Bsicuiee oOpa3oBanue : bakanaBpuar; Marucrpatypa).

[Tnatonor B.B. [IporpammHo-anmapaTHbie CpeICTBA 3aIIUTH HHPOPMALIUHU: YICOHUK
JUISL CTYJIEHTOB BY30B, 00y4. 10 Hampasil. moAroT. "Mudopm. 6e3omacnocts" / B. B. [lnaTtoHoB. -
2-e u3n., crep. - M. : Axkanemus, 2014. - 336 c.

JOINOJIHUTEJIBHBIE NCTOYHUKU:
4. BacuibkoB A.B. MHpopMalinoHHbIE CUCTEMBI U UX O€30MIaCHOCTb: yueb. mocodue
[m1s1 cTynmeHToB 00pa3zoBar. yupexaeHui cpen. mpod. oopazosanus] / A. B. Bacunbkos,
A. A. Bacunekos, U. A. Bacuibkos. - M. : ®DOPYM, 2015. - 528 c. : um. -
(ITpodeccronanbHoe oOpa3zoBaHue)
5. Mao B. CoBpemennast kpunrorpadus: Teopus u npaktuka. :Ilep. ¢ aurn. — M.:
Wsnarensckuii nom "Bunbsmc", 2015. —768 c.
6. HwuszamyrnunoB M.®. TakTuka 3amutel U HanaaeHus Ha Web-npunoxenus. — CII6.:
BXB-Ilerepoypr, 2015. —432 c.: uin.
7. Hlansrun B.®. MudopmanronHast 6€301MacHOCTh KOMIIBIOTEPHBIX CUCTEM U CETeil:
yue0. mocoOue JuIsi CTYJIeHTOB 00pa3oBar. yupexaeHui cpe. mpod. oopasoanusi, o0OyH.
no cren. "MupopmaTrka u BeraucauT. texuuka" / B. @. [llanprus. - M. : DOPYM :
NHO®OPA-M, 2016. - 416 c.
NHTEPHET- PECYPCBbI:
WnTepuer-6ubnunoreka pycckoszbiaabix CMU Public.ru http://www. public.ru/
Hayunas snekrponnas oubnuorexa (H9b) http://elibrary.ru/
YHuuBepcurerckas Oubinoreka online http://www.biblioclub.ru/
OBC znanium.com n3aarenscTBa «MTHDPA-M» http://www.znanium.com/
OnekTpoHHO-O0nbnuoreynas cucrema PYKOHT http://rucont.ru/
OnexTpoHHO-0nbaMoTeuHas cuctema BOOK.ru http://www.book.ru/
DnexkTpoHHO-O0ubmoreunas cucrema IPRbooks http://www.iprbookshop.ru/
http://abc.vvsu.ru/ — caliT undpoBbIX yueOHO-MeTOAMUeCKUX MaTepuanos LlenTpa
O6pazoBanus BI'YDC
http://study.vvsu.ru/ — pa3naTounsle MaTepuansl st yuebHoro npouecca BI'Y2C


http://www.public.ru/
http://elibrary.ru/
http://www.biblioclub.ru/
http://www.znanium.com/
http://rucont.ru/
http://www.book.ru/
http://www.iprbookshop.ru/
http://abc.vvsu.ru/
http://study.vvsu.ru/

17.

www.consultant.ru — caliT HOpMaTUBHBIX JJOKYMEHTOB, IIPEIOCTABIISIEMbIX KOMITAHUEN
"KoncynbTanT mutoc".

4. KOHTPOJIb 1 OLIEHKA PE3YJIbTATOB OCBOEHMS YUEBFHOM JUCILUTIJIMHBI

Pe3ynomamoi 06yyenus

Kpumepuu oyenxu

Dopmbl u Memoovl OYyeHKU

Y1 Ucnonas3oBarb

Hpaeuﬂbnocm b, nojlHoma

Texyuwjuit KOHmponb:

COBpPEMEHHbIE 8bINOIHEHUS 3A0AHULL, MOYHOCMb | - 3auuma omyemos no NPaKMmuyecKum
POrPaMMHO- Gopmynupoeox, mouHocmy 3auAmMuUsAM,
anmnaparHble pacuemos, coomeemcmsue - oyenka 3a0anuii OJisl 6HeayOUmMoOpHOU
Cpe/CTBa 3alUThI mpedo6aHusIM (camocmosimenvHoll) pabomul
nHpopmanuu
Y2 Ilono6pats u Aoexeamnocms, ONMUMATLHOCIYb | - DIKCNEPMHASL OYEHKA
obecreunTh 8b100pa cnocobos oelicmauil, 0eMOHCMPUPYeMbIX
3aIIUTY Memo0o0s, MexHUK, VMeHULL, 8bINOJIHAEMbIX OelCmeull 8
uHpopmanuu nociedosamenvHocmell Oeticmsull | npoyecce npakmuueckux 3aHsamuii
u m.o. Ilpomesrcymounasa ammecmayus
Tounocms oyenku - 9KCNEepmHuasl OYeHKda GblNOTHEHUs.
Coomeemcmeue mpebosanuam NPAKMUYECKUX 3aHAMUL HA
UHCMPYKYULL, ougpepenyuposannom zaueme
pe2namenmos
Payuonanvrnocms oeticmeuii u m.o.
31 CoBpemeHHbIE llonnoma omeemos, mounocms Texkywyuii Konmpo.io

3aKOHBI, CTaH/IaPThI,
METO/TbI ¥ TEXHOJIOTHH B
00J1aCTH 3aIIUTHI
uH(popManun

32 TpeGoBanus K
3amuTe HHPOpMaIu
OTIpeIeIEHHOTO THUIA

dopmynupogok, ne meree 70%
NPABUNILHBIX ONEEMO8.

He menee 75% npasunvhvix
omeemoe.

Axmyanvnocms memol,
A0eK8amHoCmb

Pe3yIbmamos noCmagieHHbIM
yensm,

NOJIHOMA OMEEemo8, MOYHOCHb
GdopmynIupoBok, adexsamHocms
npUMeHeHUs.

npogheccuonanbHol mepMuHOI02UU

npu npoeedeHuu:
-NUCbMEHHO20/YCMHO20 ONpoca;
-mecmuposanus;

-OYeHKU pe3yTbmamos 6HeayOUmopHoll
(camocmosmenvHoll) pabomul
(coobwenuti meopemuueckou yacmu
NPOEKmMo8, YueOHbIX UCCTIe008AHUL U
m.o.

Ilpomesxcymounan ammecmayus
6 popme ouppepenyuposanroco
3auéma no y4ebHoU OucCYuniuHe
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