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IlossicHUTe/1IbHAA 3alUCKa

Jlannast paboTa COJEPKUT METOAMYECKHE YKa3aHHs K MpPaKTHUYEeCKUM paboTaM Mo
muciuminae  «MHdopmanionHas 0e30MacHOCTb» W MpelHa3HayeHa Ui yd4alluxcs Io
cnenuanbHocTu 230115 «IIporpaMMupoBaHie B KOMIIBIOTEPHBIX CUCTEMAX).

Lenp pa3pa®OTKH: HampaBiICHHWE M OKa3aHHE IIOMOIIM CTYJIEHTaM B BBIOJHEHHUU
MpakTHUeCcKUX padbot mno npeamery «HMupopmannonHas 6€30MacHOCThY, MOATOTOBKA CTY/IEHTOB
K TIPOBEJICHUIO CEMHHApOB 110 3a1aHHbIM TeMaM ([Ipaktuaeckue padotel No2 u Ne9 mpoBoasTcs
B (hopme oOcyxieHust 1 0000IICHHS MaTeprala, COOpaHHOTO CTY/ICHTaAMH ).

[IpakTryeckre pabOThI BBHIMOJHSACTCS CTYIACHTOM CaMOCTOSTENBHO BO BpeMsl Y4eOHOTO
mporecca Mo KajJeHJAapHO-TeMaTH4YeCKOMY IUIaHY Ha OCHOBAaHMHM HOPMATHBHBIX JIOKYMEHTOB,
METOJUYECKUX YKa3aHUH, MOTYYCHHBIX TEOPETUYECKUX 3HAHUN U OTbITa PaOOTHI.

Ypoku — ceMHHaphl, TO3BOJSIOT  CTYACGHTAM  CaMOCTOSITEIbHO  3aHUMAThCs
BHEAYAUTOPHOW pabOTOM MpHU TOATOTOBKE K CEMHHApy, M IMOBBIIIAIOT CTENEHb AKTHBHOCTH
cryneHta. CeMuHapbl TpeOyIOT OT CTYJIEHTOB CEPbE3HOM CaMOCTOSITENbHOM paboThl ¢
JOTIOTHUTEIPHBIMA ~MaTepuajaMHi: YTEHHE HOBOTO HCTOYHUKA, CpaBHEHHE MaTepuasoB,
caMmocCTosTeNIbHAs padoTa ¢ ONpeaesieHHBIMHI MTaKeTaMH TPOTPaMM, BBEIOOp HHTEPECHBIX (DAaKTOB.
Ha cemunapax npezmonaraercsi 0ojiee BBICOKasi CTETIEHb KOHKPETH3alMU Y9eOHOr0 MaTepuana,
YeM 3TO UMEET MECTO Ha JIEKIIUH.

[Ipoune npakTrueckue padOThl BBHIIOJHAIOTCS B KOMIIBIOTEPHOM Kiacce U TpeOyroT
OTIpEeNIeICHHOW TIOATOTOBKM B 00JAacTH TPOrpaMMHPOBAHMSA, a TaKKe MaTeMaTHku. B
METOJMYECKHX YKa3aHUAX HE OIpPEJeNIeH S3bIK, a TAKXKE Cpeia MPpOTrpaMMHUPOBaHUS, B KOTOPOI
CTYACHTHI JIOJDKHBI BBIOJHATH padoty. Ilpeamonaraercsi, 4T0 K MOMEHTY BBITIOJTHEHHUST paOOTHI
y CTyJeHTa COPMHUPOBAIUCH COOCTBEHHBIE MTPEOYTEHUS B 3TOM 001acTH.

Bce mpakTHueckue pabOThl HAYMHAIOTCA C HM3YYEHHs TEOPETHUECKOro Marepuaia

3aKaH4YHMBArOTCA O(i)OpMJ'IeHI/IeM oT4ycTa.



[IpakTHyeckass pa6ora Ne 1

«AHaJIM3 PUCKOB MHPOPMALMOHHON 6€30MaCHOCTH»
1. Iesan padoTsl

O3HaKOMHTBCS C AITOPUTMAMU OLIEHKH pUCKA MH()OPMAIIMOHHON 6€301acHOCTH.

2. Kparkue TeopeTnyeckue cBeeHUs

Puck Ub — noTeHinaibHas BO3MOXKHOCTD
LleHHOCTL aKTHBA

UCIIOJIL30BaHUS OIIPEAETIEHHON yeposou BauaHMe Ha BuaHec

yAazeumocmeil aKmuea Vv TPYIIbl aKTUBOB IS

MNPpUYUMHCHUS BPCAa OpraHru3aiiu.

Vsa3BUMOCTh - CaboCTh B CHCTEME
Yposeub
3AIUTHI, JeJIaiolas BO3MOXKHOM pean3aluio yR3enmocTe
YIPO3BL.
Yrpoza Ub - COBOKYNHOCTb YCIIOBUH U
(akTOpOB, KOTOpBIE MOTYT CTarTh MPUYHHOMN YposeHb
. yrposs!
HapylIeHUH IEJIOCTHOCTH, JIOCTYITHOCTH,

KOH(HICHIINATHLHOCTH WH(POPMAIIHH.

NudopManuoHHbIE aKTHMB — 3TO  MaTepUalbHbIM WM HEMaTepHaIbHBIH OOBEKT,
KOTOPBIN:

- sIBJIsieTCSl MH(MOpMAIMen Ui COAEPKUT UHPOPMAIIUIO,

- CIIY’KUT 17151 00paOOTKH, XpaHEHUs WM Neperadu nHpopmanuu,

- IMeeT LIEHHOCTb U1 OpraHU3aIiH.

3. 3apanue

1. 3arpyzutre 'OCT P UICO/MBK TO 13335-3-2007 «METO/JbI U CPEJICTBA
OBECIIEYEHHNS BE3OITACHOCTU. HacT1tbp 3 «Meroasl MeHEeIXMEHTa OE30IMACHOCTH

MH(OPMALMOHHBIX TEXHOIOTHID»

2. Oznakombrech ¢ Ilpuioxenussmu C, D u E I'OCTa.

3. Beibepure Tpu paszauuHbBIX HMHGOPMAIMOHHBIX aKTHUBAa OpraHu3aluu  (CM.
BapHaHT).

4. U3 Mpuaoxenusa D 'OCTa nonbepute Tpy KOHKPETHBIX YSI3BUMOCTH CHCTEMBI

3alUThl yKa3aHHBIX HH(POPMAIIMOHHBIX aKTHBOB.
S. [Tonb3ysace Ilpuiaoxkennem C ['OCTa nHanumuTe Tpu Yrpo3sl, peanu3anus

KOTOPBIX BO3MOJKHA IMOKa B CUCTCME HC YCTPAHCHBI HA3BAHHBIC B ITYHKTC 4 YA3BUMOCTH.



6.

[Tonp3ysick OHUM U3 METOMIOB (CM. BapuaHT) npeioxkeHHbIX B [lpunoxennu E

['OCTa npousBenuTe OLIEHKY pUCKOB HH(OPMAIIMOHHOM 0€30MacHOCTH.

7.

OLIGHKy OCHHOCTHU I/IH(bOpMaI_H/IOHHOI‘O AKTHBa IIPOHU3BOJUTH Ha OCHOBAHUU

BO3MOJKHBIX IIOTEPH AJId OpraHu3aliy B ClIy4dac pC€ain3allii YI'PO3bI.

4. Conep:xkanue oT4eTa

1. TUuTyIbHBIN JTUCT

2. Conepxanue

3. 3ananue

4. Ob6ocHoBaHMEe BbIOOpA HHPOPMAITMOHHBIX AKTUBOB OpraHU3aINN

S. OneHka 1ieHHOCTH UH(GOPMAITMOHHBIX aKTHBOB

6. VY A3BUMOCTH CUCTEMBI 3alIUTHI HH(POPMAITUU

7. VYrpossl Ub

8. OrneHka prcKOB

9. BrIBO1BI

5. BapuaHTbl
BapuaHT — HOMep 10 CIMCKY B J)KypHaJe.
MeToa OLeHKH pHCKa
Home
P Opranusanus (cm. ITpunoxenune E
BapHaHTa
I'OCTa)

1 OTnenenue KOMMeEpYeCcKoro 6aHka 1
2 [NonuknuHuKa 2
3 Komnemx 3
4 Oduc cTpaxoBoit KOMIaHUH 4
5 PekpyTtuHroBoe areHTCTBO 1
6 WHTepHeT-MarazuH 2
7 LleHTp OKa3aHUS TOCYAaPCTBEHHBIX YCIyT 3
8 Otnenenvie NOaUIUU 4
9 Aynuropckasi KOMIIaHUS 1




10

Juzaitnepckas pupma

11 Oduc naTEpHET-TIpOBAiiACpa

12 Odwuc anBokara

13 Kommanwus no paszpadotke [10 vzm;l CTOPOHHUX
OpraHu3anuit

14 ATEeHTCTBO HEIBUKUMOCTH

15 Typuctrueckoe areHTCTBO

16 Oduc 6marorBopuTenbHOTO HOH/IA

17 H3parenscTBO

18 Koncantunrosas ¢pupma

19 PeknaMHOe areHTCTBO

20 OTtaeneHue HaOTOBOM CITYKObI

21 Oduc HoTapuyca

22 bropo nepeBosa (10KyMEHTOB)

23 Hayuno npoexTHOe mpennpusTie

24 BbpauHoe areHTCTBO

25 Penakius razeTsl

26 lNoctunuia

27 [IpaznHUYHOE areHTCTBO

28 I'opoxackoit apxus

29 Jucneruepckas ciryx0a Takcu

30 KeneznonopoxHas kacca




IIpakTH4yeckas paéora Ne 2.

«06ecneyeHre UHPOPMALMOHHOM 6€30MACHOCTHU B BeAYLIUX
3apyO0eKHbIX CTPaHaX»

1. Hean padoTsl

O3HakOMJIEHME C OCHOBHBIMM MNpHUHLUIIAMU  obOecrieyeHus  HH(OPMALMOHHOM
0€30MacHOCTH B BEIyIIUX 3apyOEKHBIX CTpaHaX.

2. Kparkue TeopeTnyeckue cBeeHUs

OOecnieueHue 3allIUThI PIH(bOpMaI_[I/II/I BOJIHOBAJIO YE€JIOBECUCCTBO BCEriaa. B mponecce
OBOJIIOIIMHM TUBHUIIN3allMK MCHSAJIHMCH BHIbI HH(l)OpMaI_[I/II/I, JJIA et 3alIUTBI TMPUMCHSAINCH
Pa3siIn4IHbIC METOAbI U CPEACTBA.

Hpouecc Pa3sBUTHUA CPCACTB U MCTOJOB 3alllUThI I/IH(i)OpMaLII/II/I MOJXHO Pa3acCiInTb Ha TpHU

OTHOCHUTCJIBHO CaMOCTOATCIIbHBIX IICpUOaa:
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HabGmtonaemple B mocieqHue TOJbl TEHAEHIUH B Pa3BUTHUM HHPOPMAIMOHHBIX
TEXHOJIOTUIl MOTYT YK€ B HEJaJeKOM OyayllleM MPHUBECTH K MOSBICHUIO KaueCTBEHHO HOBBIX
(uH(pOpMAaIMOHHBIX) GOpM OOPHOBI, B TOM YHCIIE M HA MEXIOCYAapCTBEHHOM YPOBHE, KOTOPbIE
MOTyT IpUHMMATh (HOpMy MH(OPMALMOHHOW BOMHBI, a cama MH(OpPMAlMOHHAs BOWHA CTAHET
OJTHUM M3 OCHOBHBIX MHCTPYMEHTOB BHEIIHEH IMOJUTHKH, BKIIOUYAs 3aLIUTY TOCYIapCTBEHHBIX
MHTEPECOB U pealn3alnio Jo0bIX (GopM arpeccur. ITo ABISETCA OAHOM W3 MPUYMH, MTOYEMY
MIOJIE3HO O3HAKOMUTBCSI C OCHOBHBIMM NMpUHIMNaMu oOecrieyenus Vb B Beaymux 3apyOexkHBIX
CTpaHax.

Jlpyrasi mpruuHa 3aKIF0YAeTCsl B TOM, YTO OOJIBITMHCTBO MPUMEHSIEMBIX Ha TEPPUTOPUHU
P® cpenctB u meronoB obecriedenust Ib ocHOBaHbBI Ha UMIOPTHBIX METOAMKAX U CTPOSITCS U3
UMIIOPTHBIX KOMIIOHEHTOB, KOTOpbI€ ObUIM pa3paboTaHbl B COOTBETCTBUM C HOpPMamMH U

TpC6OBaHI/I$IMI/I no obecneuenutro UMb CTpaH-H3FOTOBHTeHeﬁ. B cBsa3u ¢ atuM MMpEeKKAC YCM



IPUCTYNUTh K U3YYEHHUIO HENMOCPEICTBEHHO TEXHOJIOIMH U cpeacTB obecneuenus UMb, cienyer
MO3HAKOMUTHCA ¢ monuTukoi b Bexymux 3apyO0ekHBIX CTpaH.
3. 3ananue

1. INoaroroBUTh KpaTKUH [OKJIAX MO 3aJaHHOMY BOMPOCY (CM. BapWaHT), HCHOJIB3YS
yuebHoe mocobue ABepueHkoBa, B.M. "Cucremsl 3amuTel nHGOpMALUU B BEAYIIUX

3apyOeKHBIX cTpaHax'" ¥ Apyrue JOCTYIHBbIE HCTOYHUKUA UH(POPMALIUH.

2. 3amomauth Tabmuny " Cucremsl obecriedenuss b B Bemymmx 3apyOexHBIX CTpaHax
"(cM. BapuaHT) Ha OCHOBE IOJTOTOBJICHHOTO Marepualia, a TakXKe IOKIAJ0B JPYTUX

CTYACHTOB.

3. IIpoBectu ananu3 codpanHoOM HHGOPMALIUK U CAETATh BHIBOBIL.

4. Copep:xkanue oT4eTa

1. TurynbHbli TucT
2. ConepxaHue
3. 3Bapanue
4. Tabnuua "Cucremsl obecrieuenus b B Beaymux 3apy0exxHbIx crpaHax”
5. BriBOIBI
5. BapuaHTsl
BapuaHT — HOMep N0 cnMCKY B :KypHaJie.
Crtpana NPUHLIMIIBI oKy yAap
obecneuenus UG obJiacTu OpraHoB o0ecrieyeHust
obdecneuenust Ub HanuoHajabHo UB
CIIA 1 2 3
EBpocoro3 4 5 6
Benaukoopuranus 7 8 9
IBenus 10 11 12
Dpannus 13 14 15
I'epmanus 16 17 18
Kuraii 19 20 21
SAnonus 22 23 24
IIBeiinapus 25 26 27




[IpakTU4yeckas pa6ota Ne 3

«IlocTpoeHne KOHLeNIUY UHPOPMALMOHHOM 6€30MaCHOCTH
npeanpusITHsI»

1. Iesan padoTsl

3HAaKOMCTBO C OCHOBHBIMU IPUHLMIIAMU IOCTpOEHUs KoHuenuuu Wb npennpustus, c

y4eTOM 0COOEHHOCTEH ero HH(PpOpPMaIMOHHONW HHPPACTPYKTYPHI.

2. Kparkue TeopeTnyeckue cBeIeHUs

Jlo Hayanma co3JaHUsl CHCTEM HWH(POPMAIMOHHON OE30MacHOCTH PSJl OTCUECTBEHHBIX
HopMmatuBHBIX JokyMeHTOB (I'OCT P MCO/MOBK 15408 TOCT P UCO/MBK 27000 TOCT P
NCO/MDBK 17799) u wmexnaynaponubix ctanaaptoB (ISO 27001/17799) npsimo TpeOyroT

pa3paboTKu ocHOBOMOJIararomux 10kyMeHToB — Konuenuuu u Ioantuku nuHGOpMannoHHOi

oesonacHoctu. Ecnu Konnenuus Ub B o0mux ueprax onpenenser, YTO Heobxoaumo caenartb

JJIA 3alllUThI I/IHCI)OpMaI_II/II/I, To llonmuTuka ACTATIU3UPYCET IMOJIOKCHUSA KOHI_IGHI_II/II/I, H TOBOpHUT

KAK, KaKuMHu CpCACTBaAMHU U crocodaMu OHU JOJI?KHBI OBITE pc€ajlin30BaHbI.

Konnenmus uapopmMaoHHoi 6€30MacHOCTH UCHOIb3YeTCs IS

® TPUHATHS 0OOCHOBAHHBIX YIPABICHYECKHX PEHICHUH MO pa3paboTKe Mep 3amluThl
uH(pOpMaINH;

e BHIPAOOTKM KOMIUIEKCA OPTraHU3aIlMOHHO-TEXHHYECKUX W  TEXHOJIOTMYECKHX
MEpOIPUATHI 1O BBIIBICHUIO Yrpo3 HH(OpPMALMOHHOW O€30MacHOCTH U
MPEOTBPAIICHHIO MTOCTIEICTBIH UX peaTi3allii;

® KOOpAMHAIMM JEATEIBHOCTH TMOJApa3fAeieHUH MO CO3JAaHUIO, PAa3BUTUIO U
JKCIUTyaTaluu  WH(OPMAIMOHHOM CHUCTEMBI C  COOJIOJIEHHEeM TpeOOBaHUM
obecrieyeHus: 6e30MacHOCTH HH(POPMALINY;

® U, HakoHel, A1 (OPMHPOBAHUS W peaTU3alMM €IUHOW TOJUTHKH B 00JacTu

obecniedyeHrs HHOOPMALIMOHHON OE30MaCHOCTH.

3. 3ananue

Ucnonw3ys mpemsioxkeHHbIe 00pas3ibl, pa3paboTaTh KOHIETIMIO HWH(POPMAIMOHHOMN
0€30MacHOCTH KOMITAaHWHM (CM. BapHaHT), COJEPIXKAIIYI0 CJEAYIOIMUEe OCHOBHBIC ITyHKTHBI
(mpuBeZieH MPUMEPHBINA TUTaH, B KOTOPHIH B Ciay4ae HEOOXOJUMOCTH MOTYT OBITH BHECEHBI

W3MEHEHUS):



1. O01mme moJ1okeHus

Haznauenne Konnenmuu no obecrnedeHno HHPOPMaIMOHHON 6€30MaCHOCTH.

1.2. Ilenu cucteMbl HHPOPMAIIMOHHOW 0€30MaCHOCTH

1.3. 3amauu cucteMbl HHGOPMAIIMOHHONW O€301aCHOCTH.

2. IIpoGsemHas cutyanus B cpepe nHGOpPMALHOHHOI 0e30aCHOCTH

2.1. O6bexTH HHGOPMAITMOHHON O€301aCHOCTH.

2.2. OnpezenieHre BEpOSITHOTO HAPYLTUTEIS.

2.3. Onucanue ocoOeHHOCTEN (TPoduIIst) KaXI0i U3 TPYIIT BEPOSTHBIX HAPYITUTEICH.

2.4. OcHoBHBIE BB YTp03 HHGOpMaIMOHHOM O6e3omacHocTH [IpennpusTus.

e Kiaccudukanuu yrpos.
e OCHOBHBIE HENIPEIHAMEPEHHBIE UCKYCCTBEHHBIE YTPO3BI.
e OcHOBHBIE IpeIHAMEPEHHBIE UCKYCCTBEHHbIE YTPO3bI.
2.5. OOmecratucTuueckass  HMH(GOpManus MO  UCKYCCTBEHHBIM  HapyIIEHUSM
nH(pOpMaIMOHHOM 0€30IMacHOCTH.
2.6. OueHka NOTEHUMAIBHOIrO ymiepda oT peanuzauuu yrpossl (cMm. IIpakTuueckyro
paboty Ne 1).
3. MexanusMmbl o0ecnieueHusi HH(popmanuonHoii 6ezonacnoctu Ilpeanpusarus
3.1. I[TpuHIUNBI, YCIOBUS U TPeOOBAaHUS K OpraHU3alud U (QYHKIIMOHUPOBAHUIO CUCTEMBI
MH(}OPMallMOHHON 0€3011aCHOCTH.
3.2. OcHOBHBIC HAMPABIICHUSI TIOJTUTUKU B chepe MHPOPMAIIMOHHON O€30MaCHOCTH.
3.3. IInanupoBaHue MeponpHuATHH M0 obecrnedeHnto MH(OPMAIMOHHON 0e30MacHOCTH
[Ipennpusrus.
3.4. Kpurepuu u nokazarenu nHdopmanroHHoi 6e3onacHoctu [Ipeanpusrusi.
4. MeponpusaTuss mno peanusauMu Mep HHpOpPMAUMOHHON 0€30MaCHOCTH
IHpeanpustus
4.1. Opraau3anmoHHoe obecreyeHne HHPOPMAIIMOHHOM O€30IMacHOCTH.
e 3amaun OpPraHu3alMOHHOTO obecrieueHus WH(pOPMAITHOHHOM

0€30I1aCHOCTH.
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e [Toapazaenenus, 3aHATHIE B oOecrieueHnn nH(pOPMaITMOHHOMN
0€30I1aCHOCTH.
¢ Bzaumopencreue MOJpa3IeJICHHH, 3aHATBIX B obecrnieueHuH

nH(pOpMaIMOHHOM 0€30MMacCHOCTH.
4.2. Texundeckoe obecneueHne nHpopmMaoHHo# 6e3onacHoctu lpeanpustus.

e OO0IIIME TOIOKEHUS.

e Zamura HWHPOPMALHUOHHBIX PECYPCOB OT  HECAHKIIMOHHMPOBAHHOIO
JOCTyIIA.

e CpeacTBa KOMIUICKCHOM 3aIMUThI OT MOTECHIIMAIBHBIX yIPO3.

e O0ecrnieyeHre KayecTBa B CUCTEME OE€30ITaCHOCTH.

o HpI/IHHI/IHBI OpraHusanuu pa60T O6CJ'Iy>KI/IBaIOH_[erO nepcoHala.

4.3. IIpaBoBoe obecnieueHue nHGpOpMaIOHHOM Oe3omacHocTH [Ipeanpusarus.

e [IpaBoBoe obecrieueHUe IOPUAMYECKUX OTHOLIEHUH C pabOTHUKaMU
[Ipeanpusitus .

e [IpaBoBoe oOecrieueHue IOPUIMYECKUX OTHOIICHUH C MapTHEpaMu
[Ipeanpustus.

e [IpaBoBOe oOecrnieueHrne NPUMEHEHHUS AIIEKTPOHHOHN [IUPPOBOI MOAMKCH.

4.4. OuenuBanve 3(P(PEKTUBHOCTH CHCTEMBbl HH(POPMAIMOHHON  Oe30macHOCTH
[Ipennpusrus.

5. lIporpamma co3nanus cucreMbl HH(popManuoHHol 0e3onacHocTu IlpeanpusaTrus

4. Conep:xkanue oT4eTa
TUTYIBHBIN JTUCT
Conepxxanue

3amanue

W np e

Konnenuus Wb 3aganHOro npeanpusaTHs 1o IJIaHy, IPUBEICHHOMY B 3aJJaHUH
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5. BapuaHtsl

BapuaHT — HOMep 10 CIUCKY B JKypHAaJe.

MeToa OLlEeHKH pUCKA

I::SJ:EHTa Opranuszanus (cm. IIpunoxenune E
I'OCTa)
1 OTtneneHre KOMMEPYECKOro OaHka 1
2 [TonuknuHuka 2
3 Komnemx 3
4 Oduc cTpaxoBoit KOMIIaHUU 4
5 PexpyTtuHroBoe areHTCTBO 1
6 WuaTepHeT-Marazux 2
7 LleHTp OKa3aHUs TOCYAaPCTBEHHBIX YCIyT 3
8 OTnenenue MoIUINHA 4
9 Aynuropckasi KOMITaHUS 1
10 HuzaitHepckas hpupma 2
11 Oduc unTepHeT-npoBaiinepa 3
12 Oduc anBokara 4
13 Komnanus no paspadotke [10 vzum CTOPOHHUX 1
OpraHu3aIui
14 ATeHTCTBO HEJIBHKUMOCTH 2
15 Typuctudeckoe areHTCTBO 3
16 Odwuc 6raroTBopuTeNbHOrO PoHIA 4
17 W3 parennscTBO 1
18 Koncantunroas ¢pupma 2
19 PexnamHoe areHTCTBO 3
20 OTnenenne HaJIOroBOH CyKObI 4
21 Oduc HOTapuyca 1
22 bropo nepeBoia (T0OKyMEHTOR) 2

12



23

Hay4no npoextHoe npenmnpustue

24 Bbpaunoe areHTcTBO

25 Penmakuus rasersl

26 T'octuaMIa

27 [Ipa3mHUYHOE areHTCTBO
28 I'oponackoit apxuB

29 Jucneryepckas ciyx0a Takcu
30 XKenesnomopokHas kacca
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[IpakTH4yeckast pa6oTa N2 4

«[Ipoueaypa ayreHTHPHKALMU M0Ib30BaTE IS HA OCHOBE MAapPOJIsA»

1. Heab padoTsl

W3yueHne TeXHOJIOTUH ayTeHTU(PHUKAIIMH TOJIB30BATENS HA OCHOBE TapoJIsl.

2. Kpatkue TeopeTuyeckue cBeIeHuUsI

Ayrentudukanus (Authentication) - mporenypa npoBEpKH MOUIMHHOCTH 3asIBICHHOTO
0JIB30BATENIS, MPOIECCa WIIM YCTPOWCTBA. DTa MPOBEpKa MO3BOJSIET JTOCTOBEPHO YOCTUTHCS,
YTO MOJIB30BATENb (IIPOLIECC MM YCTPOUCTBO) SIBISICTCS IMEHHO TeM, KeM ce0st 00bsiBisiet. [lpu
[POBEJICHUH ayTCHTU(PUKAIMKA TMPOBEPSIONIas CTOpPOHA YOEKHAaeTCs B  HOMJIMHHOCTH
IPOBEPSICMON CTOPOHBI, IPX 3TOM HPOBEPsieMasi CTOPOHA TOXKE aKTHBHO YYacCTBYET B MPOIIECCE
obmeHa nHpopmanuei. OOBIYHO MMOJIL30BATENb MOJTBEPIKAACT CBOK HACHTH(HUKALIUIO, BBOIS B
CHCTEMY YHUKAIIbHYIO, HEH3BECTHYIO JPYIHM I0Jb30BaTe)sIM HH(OPMAIIHIO 0 cebe (Harmpumep,
MapoJib WU CePTUPUKAT).

Unentudukanus ©u ayTeHTU(OHUKAIMS SBISIOTCS B3aWMOCBSI3aHHBIMH  MIPOIIECCAMHE
pacro3HaBaHusi W TMPOBEPKH IOUIMHHOCTH CYOBEKTOB (mosb3oBateneil). VIMEHHO OT HuX
3aBHCHUT MOCIICAYIOLICE PEIICHUE CUCTEMbI, MOYKHO JIM Pa3pelIuTh JOCTYII K PeCypcaM CHCTEMbI
KOHKPETHOMY TIOJIb30BAaTENNi0 Win mpomeccy. Ilocne wuaeHTHQUKAINK W ayTeHTH()UKAIUH
CyObeKTa BBITIOHACTCS €r0 aBTOPHU3AIIHSL.

Asropusanust (Authorization) - mporenypa npeaocTaBieHUsT CyObEKTY OMpeNeICHHBIX
HOJIHOMOYHI U PEecypcoB B JAHHOW cucTteme. VIHBIMU CIOBaMH, aBTOPH3AIMsI yCTaHABIMBACT
chepy meiicTBus CyObeKTa M JOCTYIIHBIE €My PeCypchl. Ecim cucTeMa HE MOKET HaJIeKHO
OTJIMYUTH aBTOPU30BAHHOE JIUI0 OT HEABTOPU30BAHHOTO, KOH(PHICHIINATBHOCTD U [ETOCTHOCTD
uHdopMaIMi B Hell MOryT ObITh HapyiieHbl. OpraHu3anul HEOOXOAUMO YETKO OIPEICIUThH
CBOM TPeOOBaHUS K OE30MAaCHOCTH, YTOOBI MPUHUMATH PEIICHUSI O COOTBETCTBYIOLIMX TPAHHIIAX
ABTOPH3AI[HH.

C mpomeaypamMu ayTeHTH()UKAIIMA W aBTOPHU3AIlMKd TECHO CBs3aHA MPOIEIypa aaMH-
HHUCTPHPOBAHUS CUCTBHUII MOJIBb30BATEIS.

[Taposib - 3TO TO, YTO 3HAET MOJB30BATENIb U YTO TAKIKE 3HACT APYrod YYacTHHK B3a-
umoseicTBus. [ B3aMMHO# ayTeHTH()UKAIIMK YYACTHHKOB B3aMMOJICHCTBHUS MOXET OBbITh
OpraHn30BaH 0OMEH MapOJISIMU MEKTy HUMH.

3. 3ananue

Paspaborars mporpammy, HpeacTaBISIONIYI0 co00i (Gopmy JocTyma K omnpeaeaéHHbIM

UH()OPMAIIMOHHBIM PecypcaM Ha OCHOBE MapoJis:
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1. B kadectBe WH(GOPMAIMOHHOTO pecypca WCIOIb30BaTh J000H Gain win
NPUIIOKEHHUE.
/Jna cnpasku: pabora ¢ TeKcTOBBIM Qaiisiom B cpezae Delphi:
var
myFile : TextFile;

text : string;

begin
// IomelTka OTKPHETEL Qarn Test.txt Oyis 3ammucu
AssignFile (myFile, 'Test.txt');

ReWrite (myFile) ;

// Banmck HECKOJIbBKMX W3BECTHEIX CJIOB B STOT (Qari
WriteLn (myFile, 'Hello');

WriteLn (myFile, 'World');

// BakpweiTue ¢arina

CloseFile (myFile) ;

// OTKpBITHME (arna B PEXUME TOJBKO IJS UTEHMS
FileMode := fmOpenRead;

Reset (myFile) ;

// I[okas comepxmuMoro @¢ariia
while not Eof (myFile) do
begin
ReadLn (myFile, text);
ShowMessage (text) ;

end;

// BakprlTme @aria B HOCJenHMI pas
CloseFile (myFile),;

end;

2. Joctym K pecypcy HNOJDKEH OBITh pa3pelieH TOJBKO CAHKIIMOHHPOBAHHBIM
nojabs3oBaTesiM. i1 3TOro B mporpaMme JTOJDKHBI XPAHUTHCS MMEHA MOJIb30BaTENed U X
naponu. Ilpu mOMBITKE [OCTyHa MOJIB30BATENsI K PECYpCy TMPOBEPSIETCS HaJU4yue €ro
uaeHTudukaTopa (MMEHH) B CUCTEME U COOTBETCTBHE BBEICHHOTO MapOJsl Mapoito, KOTOPHIH
XpaHUTCSA B CUCTEME.

Jlna cnpasku: Tlpumep noucka snementa B maccuse (Delphi):
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// 8600 maccusa for i:=l to SIZE do

a[i] := StrTolnt(StringGridl.Cells[i - 1, 0]);
// 8600 0bpasya 015 noucka

obr := StrTolnt(edit2.text);

// nouck

found := FALSE, // nycmb nysicnoeo snemenma 6 maccuse nem

i=1;
repeat
if a[i] = obr then
found := TRUE
else

i=i+1;
until (i > SIZE) or (found = TRUE);
3. B cucreme nomkHa XpaHUThCS cienyrolnias nHGopmamms o nois3osarene: |D umm
UM TIOJTb30BaTeNs, apoiab, U0, nata poxkaeHus, MECTO poXKIeHus (Topoa) HoMmep TenedoHa.
4, [Tonp3oBarenb JOKEH WMETh BO3MOYKHOCTH IOMEHSThH Mapoiib (OrpaHHYCHHS:

CM. BapHuaHT).

4. Coaepixanue oTyera
1. TUTynbHBIN JHCT
2. Copnepxanue
3. 3amanue
4. Texkcr nporpaMMmel
S. [Tpumep paboThI TPOrpaMmBbl
6. BriBOIBI
5. Bapuantsbi
BapuaHT — HOMep MO CHHCKY B ’KypHaJe.
Homep  [mna mapoass Mcmosib3yemMble JlonoJHUTEIbHbIE CPEICTBA 3aIUTHI
papuant | (KoJM4ecTBo CHMBOJIbI
a CHMBOJIOB)
1 6 wrrHUIA (CTpounbie |[Ipu cMeHe mapoiisi: MpoBepKa Ha OTCYTCTBUE
OyKBBI) TIOBTOPSIFOIIUXCS] CHMBOJIOB.
2 7 Kupunnuna [Tpu cMeHe naposi: MpoBepKa Ha COBIAJICHHUE
(cTpouHbIe MapoJisi C IMEHEM IT0JIb30BaTeNs (ECIn
OyKBBI) UCTIOJb3YyeTCs UICHTU(UKALMOHHBIA HOMED, TO
B CHCTEME JIOJDKHBI XPaHUTHCS UMEHA KaXKI0TO
M0JIb30BATENS)
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3 8 [Tudpst pPUMEHEHHE MeTo/[a ayTeHTHU(UKAIIMHY HA OCHOBE
OJHOPA30BbIX MAPOJICH: KaKIbIH CIETYIOIINMA
napoJIb=IPEIbIYIINNA TapoIb+5
4 5 Hudpsr+ 3Haku | IIpu cMeHe maposia: mpoBepKa Ha OTCYTCTBHE
apuMeTHIeCKuX MOBTOPSIOIINXCSI CHMBOJIOB.
onepanuin
3) 8 Hudpsr+ 3nakun  |[Ipu cMeHe maposisi: IpoBepKa Ha COBMACHHE
IIpENUHAHMS 1apoJisi C JaToil poXKAEHUs MOJIb30BaTelIs
(XpaHuThCS B cucTeMe) B (hopmate 11.MM.IT
WA OJ/MM/TT
6 10 Jlatununa pPUMEHEHHE METOla ayTeHTHU(PHUKAIIUY HA OCHOBE
(mpornucHsle OJIHOPA30BbIX NApoJIei: MPH KaXKa0H
OYKBBI) CJIEYIOILEH ITONBITKE BXOJIa B CUCTEMY
nocjenHsAs OyKBa 1apojsi MEHseTCs Ha
CIICTYIOIIYIO TI0 a(aBuUTy.
7 11 Kupunmuia ITpu cmeHe mapoJsi: MpoBepKa Ha COBIAACHUE
(mponucHbIe napoJisi ¢ hamuimeit monb3oBaTess (ecau
OyKBBI) UCHOJIb3YyeTCsl UICHTU(UKALMOHHBIA HOMED, TO
B CHCTEME JIOJDKHBI XPaHUTHCS UMEHA KaXKI0TO
1OJIH30BATES)
8 10 Hudper+ 3saku  |[Ipu cMeHe maposisi: mpoBepKa Ha COBIAICHHUE
MIpEeNUHAHMS napoJisi C JaToil poXKAEeHUs MOJIb30BaTelIs
(xpaHuTbcs B cucteme) B (popmare J1.MM.ITIT
WU I1/MM/TTTT
9 7 [Mudpst pPIMEHEHHE METO[a ayTeHTH(HUKAIIMYA HAa OCHOBE
OJIHOPA30BbIX MapoJieil: Kk nepBoi 1udpe
Ka)XJIOTO CJIEIYIOIIETO Maposist MprOaBIsIeTCs
1.
10 8 Kupunnuna [Ipu cmene naposisi: mpoBepKa Ha OTCYTCTBHE
(mporucHbIe U MOBTOPSIOLIMXCS CHMBOJIOB.
CTPOYHBIE
OYKBBI)
11 5 JlatnHuna pPUMEHEHHE METO0/1a ayTeHTU(UKALIMK HA OCHOBE
(cTpouHbIe U OJTHOPA30BbIX MapoJieil: mocne BBoJa
MPONICHEIE MIOJTb30BaTEJIEM MapOJIsi K HEMY JT00aBIISIETCS
OyKBBI) «cy4aiHas» BEIMYMHA, TaKasl e BeJTMYuHA
T00aBIISIETCSI K MAPOITI0, KOTOPBIH XpaHUTCS B
cUcTeMe, ITOCIIe Yero MPOU3BOIUTCS
CpaBHEHHE.(B KaUECTBE «CIIy4aiiHOIN»
BEJIMYMHBI HCI0JIb30BaTh «ADCY»)
12 9 Kupunnuma [Ipu cmene mapoJsi: MpoBepKa Ha COBMAJACHUE
(mporucHbIe [apoJisi C OTYECTBOM I10JIb30BATEIS.
OYKBBI)
13 10 [Tudpst ITpu cMeHe naposis: MpoBEpKa Ha COBIAJIEHUE
napoJisi C HoMepoM Telie(OoHa TOTH30BATEINS B
bopmare: XXXXXXXXXX.
14 7 Kupumnmna [Ipu cmene naposisi: mpoBepKa Ha COBIAJICHUE
(mporucHbIe 1apoJisi CO CJIIOBaMH B ClIOBape (B KayecTBe
OYKBBI) CJIOBaps UCIIOIB30BATh MACCHB Ha3BaHUI

MECSIICB).
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15 6 JlatuHuna IIpu cMeHe napoJis: NpoBEpKa Ha OTCYTCTBUE
(cTpouHble U MOBTOPSIOLIUXCS CHUMBOJIOB.
MIPOITHUCHBIC
OYKBBI)
16 7 Kupunmuna PUMEHEHHE METO/1a ayTeHTU(UKAIIMKA HA OCHOBE
(cTpouHbIe OJIHOPA30BBIX MapOJIeii: mocie BBoAa
OYKBBI) I10JIb30BATEJIEM IIAPOJIS B €0 HAYaso
no0aBIsieTCs «CiTydaiiHash BeIHMUMHA, TaKas jKe
BEITMYHMHA JO0ABISIETCS K MAPOITI0, KOTOPBIN
XPaHUTCS B CUCTEME, TIOCIIE Yero
MIPOU3BOJIUTCS CpaBHEHHUE (B KQ4eCTBE
«CITy4aliHOI» BEJIMYUHBI UCIIOJIb30BAThH
«ABBY)
17 4 Hudpsr ITpu cmeHe mapoJsi: MpoBepKa Ha COBIAACHUE
1apoJis C TOJIOM POXKJICHHS TTOJIb30BATEIS
18 5 Hudpsr [IpuMeHeHne OAHOCTOPOHHEH (X3111) (DYHKIIHH:
cioxkeHue Beex nugp naposs. Takas xe
(GyHKIUS 10KHA OBITH MPUMEHEHA K apoJiio,
KOTOPBIM XpaHUTCS B CUCTEME. 3aTeM
POBOAUTCS CPAaBHEHHE MApOJICi.
19 9 Kupnmnuna [ndpoBanue mapons (B kauecTBe anropurma
(cTpouHBbIE MU PPOBaHUS IPUMEHUTH METOJ
OYKBBI) NEPECTAaHOBKHU: TOMEHSTh MECTaMH MEPBYIO U
HociIeHIo OyKBY maposst) ToT xe anroputm
JIOJKeH OBITh MIPUMEHEH K MapoIio, KOTOPBIN
XPaHUTCS B CHCTEME. 3aTeM IIPOBOJIUTCS
CpaBHEHHE MapOJIeH.
20 10 Kupnmnuna ITpu cmeHe mapoJs: MpoBepKa Ha COBIAACHUE
(mporricHBIE MapoJIsi C MECTOM POKJIEHHSI TTOJTb30BATEIIS.
OYKBBI)
21 13 Hudpei+ 3naku  |[Ipu cMeHe maposisi: mpoBepKa Ha COBIIA/ICHUE
MIPETHHAHUS napoJisi ¢ HoMmepoMm TenedoHa MoIb30BaTeNs B
dopmare: XXX-XXX-XX-XX
22 6 JlaTununa [Tpu cMeHe mapouis: MpoBepKa Ha COBMAICHUE
(cTpouHBIC MapoJisi CO CIIOBAaMH B CIIOBape (B KauecTBe
OYKBBI) CJIOBapsl MCIOIb30BaTh MACCHUB HA3BaHHM THEH
HEJICNN).
23 7 Kupunnuna [Tpu cMeHe mapouis: MpoBepKa Ha COBIMAICHUE
(mporricHBIE MapoJjsi ¢ UMEHEM TI0JTb30BaTEIIS, 3aUCAHHBIM
OyKBBI) B 00OpaTHOM MOPSIIIKE.
24 8 Hudper+ 3Haku  [[Ipu cMeHe maposis: MpoBepKa Ha COBMAICHUE
TIpENTMHAHUS MapoJisg ¢ TeKyIeh aaror B popmare A1.MM.IT
WIH JUI/MM/TT
25 5 Hudpsr [IpuMeHeHne OHOCTOPOHHEH (XA111) (QYHKITHH:

nepeMHoOXeHue Beex udp maposs. Takas xe
(GyHKIUS 10JKHA OBITH MPUMEHEHa K TapoJlio,
KOTOPBI XpaHUTCS B CHCTEME. 3aTeM

IIPOBOAUTCH CPABHCHUC naponeﬁ .
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26 6 [Tudpst [udpposanue naposst (B kauecTBe anropurma
mUppPOBaHUS TPUMEHUTH METOJ] 3aMEHBI:K
Kax10i nugpe naposs npubaBuTh 1o 1Udpe
U3 JaThl POXKICHHUS MOJIb30BATEIS
COOTBETCTBEHHO) TOT e alNropuT™ JOKEH
OBITH IPUMEHEH K MapoJIi0, KOTOPbII XpaHUTCA
B crcTeMe. 3aTeM MPOBOJUTCS CpaBHEHHE
napoJiei.
27 10 Kupunnuna [Ipu cmene napoJsi: mpoBepKa Ha COBNAJACHUE
(mponucHbIe napoJisi Co CJIOBaMH B clioBape (B KayecTBe
OYKBBI) CJIOBaps UCIIOJIb30BaTh MACCUB U3 JIIOOBIX 10
CJIOB, JUTMHOM B 10 CUMBOJIOB).
28 4 Kupunnuna [Ipu cmene napodsi: MpoBepKa Ha COBMAJACHUE
(cTpouHbie U HapoJIsi ¢ MECSLIEM POKJICHUS MTOJIb30BATENS
MIPOITHUCHBIC
OYKBBI)
29 10 Hudper+ 3Haku  [[Ipu cMeHe maposist: MpoBepKa Ha COBITA/ICHUE
MIpEUHAHUS napoJisi ¢ TeKylen garoi B popmare
JUL.MM.TTTT W JIJI/MM/TTIT
30 9 Hudpsr [Ipu cmene nmaposisi: mpoBepka Ha OTCYTCTBHE

MMOBTOPAKOIINXCA CHUMBOJIOB.
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[IpakTHyeckas pa6ota Ne 5

«[IporpamMmHas peau3anus KpunrtorpapuuecKux aJiropuTMOB»

1. Hesab padoTsl

3HAKOMCTBO C OCHOBHBLIMH METOJaMU KpHHTOFp&(bH‘ICCKOfI 3allINThI I/IH(bOpMaI_II/II/I.

2. KpaTKne TECOPETHYECCKUEC CBECACHUSA

Kpunrorpadpus — oOecneunBaeT COKpBITHE CMbICIA COOOLIEHHS C IMOMOLIbIO
mudpoBaHUs M OTKPBITHA €ro pacmu(poBKON, KOTOPHIC BBHIMOJHSAIOTCS IO CIEHUAIBHBIM
aJropyUTMaM C IOMOUIBIO KITFOUEH.

Ko — KOHKpETHOE CEKpeTHOE COCTOSIHME HEKOTOpPBhIX IapaMeTpoB aJrOpUTMa
Kpunrorpaduuyeckoro mnpeoOpa3oBaHMs JaHHBIX, OOeclednBaroliee BbIOOP TOJBKO OJHOIO
BapHaHTa U3 BCEX BO3MOXKHBIX JJIsl JAHHOI'O alIrOpUTMa.

Kpunroananu3 — 3aHumaercst BCKpbiTHEM Mwuppa Oe3 3HaHMS Kioya (IIpoBEpKa
ycToiuuBoCcTH mudpa).

KoaupoBanmue — (He OTHOCUTCS K KpUnTorpaduu) — CUCTEMa yCIOBHBIX 0003HauCHHI,
IpUMEHSeMbIX NpH nepeaaye uHpopmauuu. [Ipumensiercs Uit yBearueHs: KadecTBa repeiayn
uHpOpMaLNH, CKATUA HHPOPMALIUH | 11 yMEHBIIEHUS] CTOMMOCTH XPaHEHUS U MepeIayu.

Kpunrorpadguueckue mnpeoOpa3oBaHus HUMEIOT IeJb 00€CNEeYUTh HEJOCTYIMHOCTh
uHpOpPMALUU ISl JIML, HE MMEIOLMX KJIoYa, M MOoJJepkKaHue ¢ TpeOyeMoW HaJeKHOCThIO
oOHapy’KeHHsI HECAaHKIIHOHUPOBAHHBIX UCKAKEHUH.

BbonbmmHCTBO  cpeacTB  3amuThl  MHQOpManuM  Oazupyercss Ha  HCIOJIb30BAHUU
Kpuntorpadguueckux muppoB u npouenyp mudpoaHus-pacin@poBku. B coorBercTBUM CO
crangaptoMm ['OCT 28147-89 mnonq mm¢poM TMOHUMAIOT COBOKYITHOCTh  OOpPaTHUMBIX
npeoOpa3oBaHUl MHOXECTBAa OTKPBITHIX JAHHBIX HAa MHOKECTBO 3allM(ppPOBAHHBIX JAHHBIX,
3a/1aBa€MbIX KIJIFOUYOM U QJITOPUTMOM MIPE0OpPa30BaAHMUS.

B kpunrorpagum ucnonb3yroTces Ciaelyole OCHOBHbBIE allTOPUTMBI MU pOBaHUS:

. QITOPUTM 3aMEHbI (TOJCTAaHOBKM) — CHUMBOJIBI IIU(PPYEMOTro TEKCTa
3aMEHSIOTCSl CUMBOJIAMU TOTO JK€ WJIM JIpyroro angdaBuUTa B COOTBETCTBHH C 3apaHee
00YCJIOBJICHHON CXEMO 3aMEHBI;

. QITOPUTM  TIEPECTAaHOBKM  —  CHUMBOJIBI  IIU(PYEMOro  TeKCTa
NEPECTABIAIOTCS 10 ONpPEeNCHHOMY NpaBWIy B MpeAeiaax HEKOTOporo OJioKa 3TOro

TCKCTA,
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. raMMHpPOBaHHE — CHMBOJIBI IIH(QPYEMOr0 TEKCTa CKIAABIBAIOTCS C

CHUMBOJIaMU HEKOTOPOU CIIy4alHOH IOCIEN0BATEIIbHOCTH;

. aQHAIUTUYECKOE MpeoOdpa3oBaHue — mpeodpazoBaHue MUMPYEMOTO TEKCTa

110 HEKOTOPOMY aHAJTMTUYECKOMY IpaBuity (popmyie).

[Tpoueccsl mmdpoBanus M pacmMpPOBKU OCYIIECTBISIOTCS B paMKax HEKOTOPOH
KPUNTOCUCTEMBI. J[IsI CMMMETPUYHON KPUNTOCHCTEMBl XapaKTepHO MPUMEHEHHE OJHOTO U
TOTO K€ KJIIoYa Kak Npu [MUPPOBAaHUM, TaK W TMpH pacmudpoBke coodmeHuii. B
ACHMMETPHYHBIX KPHUITOCHCTEMax Uil [MHU(POBAaHUS JAaHHBIX HCIIOJNB3YETCS  OJUH

(oOIIeTOCTYIHBIN) KITFOY, a U1 paciIudpPOBKHA — APYTron (CEKPETHBIN) KITH0Y.

CuMMeTpUYHbIE KPUNITOCUCTEMBI
Tudpsl nepecTaHOBKH
B mmudpax cpegHux BEKOB 4acTO HCHOIB30BAIHCH TAOIHUIIBI, C MOMOIIBIO KOTOPBIX
BBINOJIHSUTMCH TIPOCTBIE TPOIEIyphl IH(PPOBaHMS, OCHOBAaHHBIE Ha IEPECTaHOBKE OYKB B
coobuiennu. Kimrouom B TaHHOM ciydae siBIIsieTCsl pa3Mmepsl Tabumiel. Hanpumep, coolOmieHue
“HesicHoe cTaHOBUTCs elle Oojiee HEMOHATHBIM 3alUChIBaeTCs B TaOMUIy M3 5 CTPOK U 7

CTOJIOLIOB I10 CTOJOLIAM:

H O H C B H A
E E O 1 O E|T
1/ C B E J1 II H
C/ T U L | E OB
H AT E E H M

Z[J'ISI MOJIYUYCHUA IJ_II/I(l)pOBaHHOFO COO6I_I_ICHI/I$I TCKCT CYUHHUTHIBACTCA 110 CTpPOKaM H

rpynmnupyercs 1no 5 Oyks:

HOHCB HAEEO AOET CBEJIITI HCTUL EObIHA TEEHM

Heckonbko Oounblieil CTOMKOCTBIO K PAcKpbITHIO 00JajaeT MeTod OJAMHOYHOM
nepecTaHoBKU 10 Kitouy. OH OTIMYaeTcs OT MPEABIAYIIEro TeM, YTO CTOJOIBI TaOJUIIBI
MEPECTABISAIOTCS 10 KIIOUYEBOMY CIOBY, (hpase Wiy HaOOpy 4MceN JUIMHOM B CTPOKY TaOJIUIIBL.

Hcnone3ys B kauectBe kitoua cioBo «JIYHATUKY, nomyuum clieqyromyro Tabauiry:
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J1o mepecTaHOBKH [Tocne nepecraHoBKH

B BepxHeil cTpoke J€BOM TaONWIBI 3amucaH KIOY, a HOMepa mojJ OyKBaMH KIIOuYa
onpeaciCHbl B COOTBECTCTBHU C CCTCCTBCHHLIM IMOPAJAKOM COOTBETCTBYIOIIHX 6YKB KJIr0o4a B
asnaBute. Ecnm B Kiroue BCTPETHIIUCH Obl OJIMHAKOBBIE OYKBbI, OHH Obl HyMEpOBAJIUCh ClIEBa

Hanpaso. [lonyyaercs mudponka:

CHAHH BOAET EOOEE ITHABJI CILIObIC METEH MHTEA

s obecriedyeHUs] JOMOJHUTENBHONM CKPBITHOCTH MOXHO MMOBTOPHO MIH(POBATH
coo0l1eHue, KoTopoe yxxe Obu1o 3amudpoBano. st aToro pasmep BTOpoi TabIUIBI TOJOUPAIOT
TaK, 4yTOOBl JJIMHBI €€ CTPOK W CTOJIOIOB OTIMYAINCHh OT JJIMH CTPOK M CTOJOIIOB IMEpPBOM
Tabnuiel. Jlydiie Bcero, eciiv OHU OyyT B3aUMHO MPOCTBIMH.

Kpome anropuTMOB OAMHOYHBIX MEPECTAHOBOK MPUMEHSIOTCS AJTOPUTMBI JABOMHBIX
nepecranoBok. CHauana B TaONMUIly 3alHMCBIBAETCS TEKCT COOOIICHHS, a MOTOM IOOYEPETHO
MIEPECTaBIISAIOTCS CTOJOMBI, a 3areM CTpoku. Ilpu pacmmppoBKe MEpEeCTAHOBKHU MPOBOJSATCS B
obpatHom mopsnke. Hampumep, coobmenue “Tlpuesxkaro mectoro” MOXKHO 3amudpoBaTh

CIIETYIOIIIM 00pa3oM:

2 4 1 3 12 (3 4 123 |4
4 I P U E 4 'MW I E P 1 A|3 10 X
1 3 X A IO 1 A 3 |10 X 2 'E _ | C W
2 Wl E C 2 |E C | 3 T T 0 O
3T o T o 3 ' r T o o 4 'MW 1 E P

I[BOﬁHaH NepeCTaHOBKA CTO.TI6I_[0B " CTPOK
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B pesynbrare nepecranoBku noaydeHa mudposka ASKOXE CIHIT'TOOUIIEP. Kirouom
K mmdpy ciykat Homepa ctoyo1oB 2413 u Homepa cTpok 4123 ncxoaHoM TaOIUIIBI.

Yucino BapuaHTOB JIBOMHOM IEPECTAaHOBKH JIOCTATOYHO OBICTPO BO3pacraer ¢
YBEIUYCHUEM pa3Mepa TaOmuIel: At Tadbaunbl 3 X 3 ux 36, g 4 x 4 ux 576, a misg 5*5 ux
14400.

B cpennme Beka s mmdpoBaHUS TPUMEHSUINCh W MAarndecKue KBaJAPaThl.
MarnueckuMu KBaJpaTaMyd HA3bIBAIOTCS KBaJpaTHBIC TAOIHIBI C BIUCAHHBIMU B UX KIETKU
MOCIe0BATEIbHBIMU HATYPAJIbHBIMU YHCIAMH, HAUMHAS C €AUHUIBI, KOTOPbIE JalOT B CYyMME IO
KOKIOMY CTOJIOIy, Ka)KJOW CTPOKE M KaXJOW JAMAaroHaqTd OJHO W TO ke uyucio. Jlus
@ poBaHuss HEOOXOIUMO BIIUCATh UCXOIHBINA TEKCT O MPUBEACHHON B KBaJpaTe HyMepaluu U
3aTeM Iepenucarb CoJepKUMoe TabauIbl Mo CTpokaM. B pe3yibrare momyyaercs muppoTeKcT,

chopMUpOBaHHBIN OJaroaaps NepecTaHOBKE OYKB UCXOIHOTO COOOIICHHUS.

16 (3 |2 |13 O U P |T
5 10 11 |8 3 I E 10
9 6 |7 |12 XK A | C
4 |15 14 |1 E T O I
m P U E 3 XA IO _1mIIE C T OT O

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Yuncno Marndeckux KBaJpaTOB OYEHb PE3KO BO3PACTAET C yBEIHMUEHHEM pa3Mepa ero
CTOpOH: sl Tabyuibl 3*3 Takux KBaapatoB -1; st Tabmuubl 4*4 - 880; a mis Tabmuier 5*5-

250000.

In¢dps1 npocToii 3aMeHbI

Cucrema mmdposanus Llesaps - yacTHblil ciydail mmdpa npocroil 3ameHsl. Meton
OCHOBaH Ha 3aMeHe KaJI0i OyKBbI COOOIIEHUs Ha JpYryto OyKBYy TOro ke andasura, myrem
CMEILEHHs OT UCXOAHOM OykBbI Ha K OyKB.

W3Bectnas ¢paza FOmusa Ilezaps VENI VINI VICI — npumen, yBumen, moOemw,
3amupoBaHHas C MOMOILIBI0 JaHHOro Meronaa, npeodpasyercs B SBKF SFAF SFZF (npu
CMEUIEHUH Ha 4 CUMBOJIA).

I'peueckum nucatenem Ilommubuem 3a 100 met 10 H.3. ObUT H300pETEH TaK Ha3bIBAEMBbIii
NOJTUOUAHCKUI KBajpaT pazMepoM 5*5, 3aloJIHEHHBIM an@aBUTOM B CiIy4yailHOM MOpSAKE.

['peuecknii andaBut umeet 24 OyKBHI, a 25-M CUMBOJIOM siBIsieTcs ipoben. [l mudpoBanus Ha
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KBajIpaTe HaXOIWIN OYKBY TEKCTa M 3alMCBHIBAIN B MIH(POTEKCT OYKBY, PACIIOIIOKCHHYIO HIUXKE
ee B ToM ke ctonore. Ecin OykBa oka3piBaiach B HUKHEH CTPOKe TaOIUIIbl, TO Opalii BEPXHIOIO

OYKBY M3 TOTO € CTONOLA.

HIndpsol cnoxHol 3aMeHbI

Mudp I'poncdenbaa cocroutr B moaudukanun mudppa Llezaps 4ucIOBBIM KIIOYOM.
Jns sToro mox OykBaMu COOOLICHMS 3alMCHIBAIOT HU(PBI YHCIOBOTO Kiroda. Eciam kimrou
KOpOdYe COOOMICHHUS, TO €r0 3aIUCh LUKINYecKU MOoBTOPstoT. lIndporekct nonyyarot mnpuMepHo
Takke, kak B mmdpe Llezaps, HO OTCUNTHIBAIOT HE TPEThIO OYKBY Mo andaBuTy (Kak B mudpe
[le3aps), a Ty, KOTOpasi cMelleHa 1Mo ajipaBUTy Ha COOTBETCTBYIONIYIO U(DPyY KITtoUa.

[TycTh B KauecTBe KIIKOYa UCIIOJIB3YyeTCs TpyIa u3 Tpex mudp — 314, torna

Cooo6menne: COBEPILIEHHO CEKPETHO

Kirou: 3143143143143143143

Mudposka: PITMCBUOCCAXMNIIOUYCC

B mmdpax mHoroanpaButHOW 3aMeHbl I IIM(POBAHMS KaXJIOrO CHUMBOJIA

HCXOJIHOTO COOOIIEHUS TPUMEHSETCS CBOW MUGP MPOCTOM 3aMeHbI (CBOM anaBuT):

ABBIIEEX3UKIMHOITPCTY @ XYL BBIBIIOSN
A | ABBIJIEEX3UKJIMHOIIPCTY ®XUIIIIIBbILIIOS
B | ABBIAEEX3MKJIMHOITPCTY®XYIIITBBIEIIOS
B | 51 ABBIIEEX3UKJIMHOIIPCTY®XYIIIIBbIEIIO
I' | 1051 ABBIIEEX3UKIJIMHOIPCTY ®XYUIIIIBEIBD
s1 | BIIEEASUKIIMHOIIPCTY ®XUIIIIBLIEDIOS AB

BBIIEEX3UKJIMHOITPCTY ®XUIHIIBEILOIOSA A

Kaxnas ctpoka B 3T0il TabnMile COOTBETCTBYET OJHOMY IIM(PY 3aMEHbl aHAJOTUYHO
mmdpy Llesaps st andasura, nononHeHHOro npobdenoM. [Ipu mmdpoBanuu coobOeHus ero
BBINKCBHIBAIOT B CTPOKY, a MOJ HUM Kirod. Eciam Kimou okazancs Kopoue COOOIIEHHs, TO €ro
UKIHYecKr MOBTOPSOT. [llmdporekcT momydaroT, HaXoAss CUMBOJ B KOJIOHKE TaOJUIIBI T10
OyKBe TEKCTa M CTPOKE, COOTBETCTBYIOIIEH OykBe kitoua. Hanmpumep, ncnons3ys kimrod AIABA,

u3 coobmenus [TPUE3XAIO HIECTOI'O nony4aeM Cleayromnyto mugpoBKy:
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Coob1enue [MPUE3XAI IECTOI'O

Kirou ATABAATABAATABAA
[udpposka [MHUT3XXKIOIOKOAEOTMI'O
I'ammupoBanme

[Tpouiecc mmdpoBaHus 3aKIIOYaETCS B TEHEpAIlMU TaMMbI MH(pa W HATOKCHUH STOU
raMMmbl Ha UCXOJHBIA OTKPBITBHINA TeKCT. [lepen mmdpoBaHreM OTKPHITHIC JaHHBIE Pa30UBAIOTCS
Ha Onoku T(0)i omnuakoBoi muHBI (M0 64 Ourta). 'aMmma mmdpa BeIpaOaThIBAe€TCs B BHJIC
nocienoBarenbHoctd  OmokoB  I'(mn)i amamormunoit mmuabl  (T(m)i=I'(mn)i+T(0), rme + -
noOUTOBOE CilokeHue, 1 =1-m).

[Tponecc pacmmudpoBKH CBOIUTCS K TIOBTOPHOM TeHepaluy mudpa TeKCTa 1 HATOKCHUE

9T0# rammbl Ha 3amudpoBanubie ganabie T(0)i=1"(1m)i+T ()i

ACI/IMMeTpI/I‘{HbIe KPUIITOCUCTEMbI

Cxema mmppoBanus Jdab 'amans
AnroputMm mudpoBanus Onp ['amans ocHOBaH Ha NMPUMEHEHUU OOJIBIIUX YHCEN JUIS
TeHEepaIUU OTKPBITOTO M 3aKPBITOTO KIII0Ya, KPUIITOCTOMKOCTH K€ O0YCIIOBIIEHA CIIOKHOCTHIO
BBIYMCIICHHSI TUCKPETHBIX JIOTaPH(MOB.
[TocnenoBarenbHOCTH AEHCTBUM MTOJIB30BATEN:
1. Tlomyuarens cooOuieHus BeIOUpaeT aBa Oonpmx yucna P u G, mpuuem P > G.
2. Tlomywarenb BEIOMpAET CEKPETHBIN KIIIOY - CiTydaifHOe 11esioe yncio X < P.
3. Bwrumcnsercs oTkpbIThIi Kitou Y= G *mod P.
4. Tlomywarens BeiOupaet nemnoe uncio K, 1< K< P-1.
5. ludpposanue coodbmenus (M): a= GX mod P, b=Y ¥ M mod P, rzne napa uncen

(a,b) sBnsieTcs mmdpoTekcToMm.
Kpunrocucrema mudgposanus 1anabix RSA
IIpemioskena B 1978 romy aBropamu Rivest, Shamir u Aldeman u ocHoBaHa Ha

TPYAHOCTH PA3JIOKCHUA OOJIBIIIHX LEJIBIX YUCCI HAa TPOCTBIC COMHOXUTCIIN.

AJ'II‘ODI/ITM CO3aHUs OTKPBITOI'O U CEKPETHOI'O KJTIOUCH:

1. [Tonyyarens BbIOMpaeT 2 OONBIIMX MPOCTHIX ILEIBIX YUCIAa P U (, Ha

OCHOBE KOTOPBIX BBIUKCIISACT N=P*Q u ¢pyHKmo Ditnepa ¢(n)=(p-1)(g-1).
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2. [Tonyuarens BeIOMpaeT 1enoe yucio e (1<e< ¢(n)), B3auMHO MPOCTOE CO
3HaueHueM QyHKIHH ¢(N).
[Mapa uucen (e,n) MyOIMKYETCS B KAUECTBE OTKPHITOrO KJIIOYA.
3. [MosydaTenb BBIYMCIACT II€70€ YUCIO O, KOTOpOE OTBEYaeT YCIOBHIO:
e*d=1(mod ¢(n) ).
[Mapa uucen (d,n) sBIsIETCS CEKPETHBIM KJIIOYOM.

[HIudpoBanue coOOIIEHNS C UCIIOJIB30BAHUEM OTKPBITOrO KJIHOYA:

Ecimu m — coobienne (COOOIIEHUIME SBIISIOTCS IIejIble Yucia B MHTepBajie or 0
10 N-1), To 3amupoBaTh 3TO COOOIICHHE MOXKHO Kak c=m¢®mod(n).

I[CHII/Id)DOBaHI/IG COO6H.[CHI/I$I C UCIIOJIB30BAHUEM CEKPECTHOI'O KJIro4a:

[onyuarens paciudpoBbIBaET, HodydeHHoe coodmmenue c: m=cd mod (n).

3. 3aganmue
[IpakTuueckast paboTa COCTOUT U3 JBYX YaCTEH:
Yactp 1 — npuMeHeHre OHOTO U3 aJITOPUTMOB CUMMETPUYHOTO MU POBAHIS;
YacTts 2 — mmdpoBaHKUE ¢ UCIIOIb30BaHUEM aliroputMa RSA.

ITopsimoK BEINOJTHEHUS Da6OTbI:

Yacrs 1:
1. Hcnone3yst OWH W3 aJTOPUTMOB CHUMMETPHYHOTO IH(DpOBaAHUS
(cM. BapuaHT), 3amM(poBaTh CBOU JaHHBIC: (PaMUIHIO, UMSI, OTYECTBO.

2. BeinonHuTh npoBepKy, pacimn@poBaB NOIYyYEHHOE COOOILICHHE.

Yacrs 2:

1. Hanucars nporpammy, peanusyronlyio airoputM MmudpoBaHus U
nemudpoBanust coobmenuss RSA. BxoaHbple NaHHBIE: OTKPBITBIA U CEKPETHBIN
KJIFOuH (3HaueHwus N, e, d) u cooOienue (M).

2. Wcnonws3ys 3amaHHble 3HaueHus P, (, €, d (cM. BapuaHT)

3amudpoBath U AemudpoBaTh COOOIIEHUS M1, M2, M3 (CM. BapUaHT).
4. Coaepxxanue oTyera
TUTYIBHBIN JTUCT

Conepxxanne

3amanue

> w0 e

[IpumeHeHne anropuTMa CHMMETPUYHOTO MU(POBAHUS
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5.

[IpyumeHeHne anropuTMa aCUMMETPUYHOTO MK (pOBaHUS

4.1. Ilporpamma mudpoBaHus U AemU(POBAHUS COOOLICHNUS MPU MOMOIIM aJrOpPUTMA

RSA
4.2. PesynbTaTel mu(poBaHus U Iemu(pOoBaHUs 3aIaHHBIX COOOIICHUMA
5. BriBOIBI
5. BapmanHTsl
BapuaHT — HOMep 0 CIIHCKY B JKypHaJie.
Homep HcxoaHble 1aHHbIE
BapHuaH Yacte 1 Yactn 2

Ta AJroput™m mmpposanus p q e d ma mo ms
1 [Ipocras nepectaHoBka 3 11 7 3 9 12 23
3 OnuHouHas mepecTaHOBKa 17 11 7 23 8 15 45
3 JIBoitHas IepecTaHOBKA 13 7 5 29 3 16 55
4 Maruveckuii KBagpaT 101 | 113 | 3533|6597 | 6 19 23
5 [udp Ie3aps 7 11 37 13 8 18 51
6 [Tonmmbuanckuii kBagpar 7 17 ) 77 9 11 86
7 [udp I'ponchenbua 3 11 7 3 8 13 25
8 MHoroandaButHas 3aMeHa 17 11 7 23 7 14 47
9 [Ipocras nepecraHoBKa 13 7 5 29 2 17 55
10 OnuHOYHas MepecTaHOBKa 17 11 7 23 3 20 51
11 JIBoiiHas nepecTaHOBKa 13 7 ) 29 2 12 15
12 Maruveckuii KBaapar 101 | 113 | 3533 | 6597 3 15 86
13 [Hudp ezaps 7 11 37 13 3 16 54
14 [TonmOuaHCKMii KBaIpaT 7 17 5 77 3 19 36
15 Mudp I'poncdenbaa 3 11 7 3 4 18 25
16 MHoroandaBuTHas 3aMeHa 17 11 7 23 5 11 64
17 [Ipocras nepecTaHoBKa 101 | 113 | 3533|6597 | 4 13 91
18 OnuHOYHASI TepECTaHOBKA 7 11 37 13 7 14 34
19 JIBoifHasI mepecTaHOBKa 17 5 77 7 17 73
20 Maruveckuii KBagpaT 3 11 7 3 5 20 23
21 HIudp Llesaps 17 11 7 23 2 11 85
22 [Tonubunanckuii kBagpar 13 7 5 29 3 13 57
23 HIudp I'poncdenbaa 17 11 7 23 2 14 59
24 MHoroandaBuTHas 3aMeHa 13 7 S 29 S 17 56
25 IIpocTas nmepecTaHOBKa 101 | 113 | 3533|6597 | 6 20 92
26 OauHOYHAsI TepecTaHOBKA 7 11 37 13 5 14 76
27 JIBOliHas epecTaHOBKa 7 17 S 77 4 17 64
28 Maruvecknii KBajpaT 3 11 7 3 8 20 32
29 OnuHouHas mepecTaHOBKa 7 17 5 177 4 13 91
30 HIudp I'porcdennaa 13 7 5 29 9 11 58
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[IpakTU4yeckas pa6ota N26

«MexaHHU3MBbI KOHTPOJIA IE€JIOCTHOCTHU JAHHBIX»

1. Heab padoTsl

W3yunTh nopsaaok Beraucienus u nposepku DL (3:1ekTpoHHOM UPPOBON TOIHCH)

2. Teoperuyeckue cBegeHHs

B macrosmiee Bpemsi IOBCEMECTHOE BHeIpeHHE HWH(GOPMAIMOHHBIX TEXHOJIOTHMA
OTPa3UJIOCh M HA TEXHOJIOTHH JOKYMEHTOO00POTa BHYTPH OPTaHU3AIMA M MEXy HUMHU, MEXKITY
OTIICTBbHBIMU TIONIb30BaTENsIMA. Bce Oonblliee 3HaUYeHHWEe B JaHHOW cdepe mpuodperaer
AJEKTPOHHBIA JOKYMEHTOOOOPOT, MO3BOJISIONIMI OTKa3aThCs OT OyMa)KHBIX HocuTened (uwiu
CHU3UTH X JIOJII0 B OOIIEM MOTOKE) U OCYIIECTBISATH OOMEH JTOKYMEHTaMU MEXIy CyOBheKTaMu
B 2JIGKTpOHHOM Buze. OIHAKO MEpexoa OT OyMaKHOTO JOKYMEHTOOOOpOTa K AIIEKTPOHHOMY
CTaBHT PsIl IPOOIIEM, CBSA3aHHBIX C 00ECTIEYCHNEM IETTOCTHOCTH (TIOJTMHHOCTH) TIepe1aBaeMoro
JOKYMEHTa U ayTeHTU(UKALUU TOJIMHHOCTH €T0 aBTOpA.

CrnenyeT OTMETHUTb, YTO U3BECTHBIE B TEOPUU MH(GOPMAILIUU METOIbI 3aIIUTHI COOOIICHHUIA,
nepeaBaeMbIX 10 KaHajaM CBS3H, OT CIyYailHBIX NOMEX He paboTaloT B TOM cilydyae, Koria
3JIOYMBIIIICHHUK MPEIHAMEPEHHO PEaTn3yeT Yrpo3y HapyIIeHHUs IeOCTHOCTH HH(OpMAIUH.
Hanpumep, KOHTpONBHBIE CYMMBI, HCIOJb3yeMble M OJTOM Ied MepelaTIuKoOM U
MPUEMHHUKOM, MOTYT OBITh MEPECUUTAHBI 3JI0YMBIIIIEHHUKOM TaK, YTO MPUEMHUKOM U3MEHEHHE
cooOrieHust He OyaeT oOHapyx)eHo. [ oOecrieuenuns 1eI0CTHOCTH AJIEKTPOHHBIX TOKYMEHTOB
¥ YCTAHOBJICHHSI TIOJUTHHHOCTH aBTOPCTBA HEOOXOIMMO UCTIOIB30BaTh WHBIC METOJIBI, OTIINIHBIC
OT KOHTPOJBHBIX CyMM. JIJis pelieHusi JaHHBIX 3a7a4 KCIOJIb3YIOT TEXHOJOTHIO JIEKTPOHHO-
1u(pOBOM MOIIHUCH.

OnexktponHo-dpoBas  moanuck  (DLII) cooOmenus  sgBHseTCS  YHUKAIbHOMN
MIOCJIEIOBATEIbHOCTBIO,  CBSI3BIBAEMON C  COOOIIEHWEM, TMOJIeKalleld MpoBepKe  Ha
NPUHUMAIOIEH CTOPOHE € IIeNIbI0 00eClevYeHusl LEeJOCTHOCTH IMepeaBaeMoro COOOLICHHUS U
MOJITBEPIK/ICHUS €T0 aBTOPCTBA.

[Tponenypa ycranoBku DIIII ricnonb3yeT ceKpeTHBIN KIIIOY OTIPABUTENSI COOOIIEHUs, a
npoueaypa nposepku DT — oTKpbITHIN KITH0Y OTHpaBUTENS coodieHus (puc. 1). 3nech

M — s51eKTpOHHBIH T0KyMeHT, E — anexkTpoHHO-11M(poBast MOAMHCE.
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—=| Vertanorka 3IIIT

N

Puc. 1 — Cxema ucnionp3oBanus D111

B texnomormum OIIl Benymiee 3HaYeHWE WMEIOT OJHOHAMPABICHHBIC (DYHKIIHH
x3mupoBaHud.  Mcmonb3oBaHue — QYHKUMI — XAOIIMPOBAHMS — TO3BOJsiET  (OPMUPOBATH
KpunTorpagpuuecku CTOWKHEe KOHTPOJIbHbIE CYMMBI IIepeAaBacMbIX COOOIIEHUH.

Oynknmeir  xdmmpoBaHusS H  Ha3pBalOT  (YHKIUIO, CKUMAIONIYI0 COOOIIECHUE
POM3BOJILHON UTMHBI M, B 3HaueHne (pukcupoBanHoW mmuHb H(M) (HECKOIBKO IECSTKOB WU
COTeH OUT), U 00JIaJaIoNIYI0 CBOIICTBAMH HEOOPATUMOCTH, PACCEMBAHUS U YyBCTBUTEIBHOCTU K
n3meHeHusM. 3HaueHre H(M) oObIYHO Ha3BIBAIOT JaiiykecToM cooOIeHus M.

Cxema ycranoBku JUII (puc. 2):

1. lna nokymenta M dopmupyercs naimpkect H ¢ momompio 3agaHHOTO airopurma
X3IIMPOBAHHUS.

2. CdopmupoBanuslii naimpkect H mudpyloT Ha CEKpeTHOM KIIOYe OTIPaBUTEINS
coobOmienus. [Tonydyennas B pesynbrare mudpoBanus mociaea0BaTeIbHOCTD U ecTh DI

3. Coobmenne M u ero DLII nmepemaroTcst morydaTesro COOOIICHHUS.

Coobuenme T° - CoobuieHue ’

“—rr Y

mm— ! . '

Aaipxect h(T) noAnNKcH

«  3UNDMM) _; _| 9nexrponnas ”

R

’

CexpeTHLIR KNDY OTNPaBNTENS ‘

Puc. 2 — Cxema ycranosku OIIII.
Cxema nposepku I (puc. 3):
1. Monyuarens ansa npoepku DI gomkeH umMeTs A0CTyN K caMoMy coolmieHuo M u

ero DIIII.

29



2. 3Hasg anropuTM Xd3IIMPOBAHUS, KOTOPBIH OBUI MCMOJB30BaH mpu yctaHoBke OIIIT,
noJyJarenb noiy4aer gaipkect H1 mpucnanHoro cooGmenust M.

3. 3Has OTKPBITHIN KJIIOY OTHpPaBUTENS, ToydaTens aemudpyer ST, B pe3ynabrare uero
nosrydaeT napkect H2, cpopmupoBanHblil Ha 3Tane yctaHoBku DLIT.

4. KputepueM 1eIOCTHOCTH MPUCITAHHOTO cOOOIIeHHsI M 1 OATBEPKIEHUS ero aBTopa
sBIsieTCs coBmajeHue naimpkecroB H1 w H2. Ecnmu 310 paBeHCTBO HE BBIMIOIHEHO, TO
IPUHUMAETCS peleHue o HekoppektHoctu DI

CooBuenue T' il - Coobuwenne
] Bl
' , , '

SnextpoHHan || 7
noanuce, S* "ll | E(8)

=

PN Aa, sce
= B nopajxe

L

OTKPHITHLIA KNIOY OTNIPABKTENA

o s s 8

Puc. 3 — Cxema nposepku DLI1.

3. 3amanme
ChopmupoBats DLII k coobmennto M' (cM. BapuaHT) U MPOU3BECTH MPOBEPKY
[IEJIOCTHOCTH TIPUHSATOTO COOOIICHHSI.

HOpﬂlIOK BbIITOJTHCHU A paﬁon:

1. PaznenuTh TUCT Ha /IBE YacTH: ClieBa — CTOPOHA OTIPABUTEINS COOOILIEHMSI, CIIpaBa
— IIOJIy4aTels.
2. Ha cropoHe oTnipaBuTENs BBINOJIHUTE CIEAYIOIINE JEHCTBUS:

2.1. 3amucath coobmenue M (cMm. BapuaHT).

2.2. CdopmupoBath npodunb coobmeHuss M’ ¢ MOMOIIBbIO YHIPOLIEHHON (YHKLIUU
xaumpoBanusg h(M’) — nepeMHOXXeHUs BceX IU(p KpoMe HYJIs 3TOT0 COOOIIEHHUS.

2.3.  Cozmare DUII mmdppoBanuem npoduis coodmeHus h(M’) 3akpbITBIM KIIFOYOM
ornpasutens Da (3Hauenue kimoga (d, N) cMm. B Tabmuiie ¢ BapuanTamu 3aaanus), T.e. Da (h(M”))
(cM. BapHuaHT).

3. Ha cropone nosnyvaresnst BHIIOIHUTH CIIEAYIOIINE ACHCTBHS:

3.1. 3Bamucath coobmenne M (ero moiydaer momydarens BMecte ¢ DIIIT) u DIIT Da

(h(M?)).
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3.2.  CdopmupoBarh NpoQuiIb MPUHATOTO COOOIICHHS, M’ C TMOMOIIBIO TOH XKe

¢ynkuuu xsmumpoBanus h(M’) — nmepeMHOXeHHS BceX IU(pP KpoMe HyIsS 3TOTO COOOIIEHUS

(ITomygarento u3BECTEH AITOPUTM XAUIMPOBAHUS, IPUMEHSIEMBIN HA CTOPOHE OTIIPABUTEIIA).

3.3.  Cozmars npoduns nemuppoBanueM Ol OTKPHITHIM KIFOUYEM OTIPABUTEINS

(Ea (Da (h(M’)) = h(M”)) (3nauenwue kiaroga (e, N) cM. B TabIMIIE C BAPHAHTAMH 3a1aHUS).

3.4 CpaBuuth nBa mpodwmis coodmenus h(M’) (m.3.2

u 3.3). Yoenutbcs B HX

COBTIAJICHUHU.
4, Conep:xaHue oT4yeTa
1. TUTYyNnbHBIN JTUCT
2. Conepxxanue
3. 3agaHue
4, Jluct pacuera u nposepku DI
5. BriBobl
5. Bapuanrtsi
BapuaHT — HOMep N0 CIMCKY B :KypHaJie.
Homep p q e d M
BapHaHTa
1 3 11 7 3 5523
3 17 11 7 23 8866
3 13 7 5 29 3565
4 101 | 113 [ 3533 | 6597 | 6546
o) 3 11 7 3 8562
6 17 11 7 23 9795
7 13 7 5 29 8462
8 17 11 7 23 7785
9 13 7 5 29 2123
10 101 | 113 | 3533 [ 6597 | 3145
11 7 11 37 13 2566
12 101 | 113 | 3533 [ 6597 | 3782
13 3 11 7 3 3465
14 17 11 7 23 3895
15 13 7 5 29 4132
16 17 11 7 23 5123
17 13 7 5 29 | 4416
18 101 | 113 | 3533 | 6597 | 7895
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19 3 11 7 3 7459
20 17 11 7 23 | 5654
21 13 7 S 29 | 2456
22 17 11 7 23 | 3585
23 13 7 S 29 | 2652
24 101 [ 113 | 3533 | 6597 | 5656
25 3 11 7 3 6685
26 17 11 7 23 | 5566
27 13 7 S 29 | 4652
28 17 11 7 23 | 8666
29 13 7 5 29 | 4556
30 101 | 113 | 3533 | 6597 | 9266
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[IpakTHyeckast padota Ne 7

«AJITOPUTMBI IOBEJEHMSI BUPYCHBIX U APYTUX BpeJOHOCHBIX IPOrpaMm»

1. Heab padoTsbl

3HAaKOMCTBO C HEKOTOPBIMH AJITOPUTMAMHU MOBEICHHS BUPYCHBIX U APYTUX BPEIOHOCHBIX
porpamm.

2. KpaTtkue TeopeTu4eckue cBe/leHUsA

Hcroprudecku mepBoe ompeneicHue KOMITBIOTEpHOro BHpyca Obuto gaHo B 1984 .
®penom KosHom: «KomMIbOTEpHBI BUpPYC — 3TO NIpOrpaMma, KOTOpasi MOXKET 3apakaTh
JIpyTHE MPOTrpamMMbl, MOAM(PUIHMPYS UX TOCPEICTBOM BKIIOUEHUS B HHUX CBOCH, BO3MOXKHO
W3MEHEHHOM KOMHUM, TMpPUYEM TOCIHEAHSS COXpaHSEeT CIOCOOHOCTh K JalibHEeHIIeMy
pa3MHOKeHHI0». KiTro4eBbIMU MOHATHSAMH B 3TOM ONPEIEICHUHU SIBISIOTCSI CHOCOOHOCb 8Upyca
K CAMOPA3MHONCEHUIO N CNOCOOHOCIb K MOOUDUKAYUU 8bIYUCTUMENTbHO20 NPOYeccd.

B Hacrosiiiee BpeMst 1oji KOMIBIOTEPHBIM BHUPYCOM IMPUHATO MMOHUMATh MPOTPaMMHBII
KO/, o0amaronui CJIeIYIOIUMHU CBOMCTBaMHU:
* CIOCOOHOCTBIO K CO3/IaHHI0 COOCTBEHHBIX KONUM, HE 00s3aTeNbHO COBMAAAIOIIUX C
OpUTHHAIOM, HO  O0JlajalonMX  CBOMCTBaAaMH  OpHTMHaia  (CaMOBOCIIPOM3BE/ICHUE);
* HAJIMYMEM MEXaHU3Ma, 00ECIeUMUBAIONIETO BHEJIPEHUE CO3aBAEMbIX KOIHMI B HMCIOJIHSEMBIE
00BEKTHI BBIYUCITUTEIILHONW CHUCTEMBI.

VYka3zaHHbIE CBOMCTBA CIEAYET JAONOIHUTH CBOMCTBAMU JIECTPYKTUBHOCTU M CKPBITHOCTH
JIEWCTBUN TaHHOW BPEAOHOCHOW IPOrPaMMBbl B BBIUMCIIUTEIIBHON Cpelie.

OcHoBHOI U Haubosiee paclpoCTpaHEHHOM KiacCHU(PHUKAIUEl KOMIbIOTEPHBIX BUPYCOB
ABJISIETCSL  KJacCUUKAIUS 110 cpede  0Oumanus, WM o munam  00bekmog KOMIBIOTEPHOMN
CUCTEMBI, B KOTOPBIE BHEIPSIOTCS BHPYCHl. B COOTBETCTBUM C 3TOM Kiaccu(HKAIUEl BUPYCHI
nenarcs Ha ¢GaiioBble, 3arpy304YHbIe, CETEBBIE (YUEPBH) U MAKPOBHUPYCHI.

Cy1iecTByeT Takke MHOTO KOMOMHUPOBAHHBIX TUIIOB KOMITBIOTEPHBIX BUPYCOB.

Kpome BUpyCOB MPUHSTO BBIAEIATH €II€ HECKOJIBKO BUOB BPEIOHOCHBIX TPOrpamMm. ITO
TPOSIHCKHE  TPOTpaMMbl,  JIOTHYECKHME  OOMOBI,  XaKepPCKHUE  yTHIUTBI  CKPBITOTO
aIMUHUCTPUPOBAHMS YAAICHHBIX KOMIIBIOTEPOB, MPOTPaMMBbI, BOPYIOIIME MApOJIA AOCTyHa K
pecypcam HMHTepHET M Tpodylo KOHPUACHIHATbHYIO HWH(MOpManuo. YeTKkoro pasaeneHus
MEXIy HUMH HE CYIIECTBYET: TPOSHCKHE MPOTPaMMBI MOTYT COJIEpPXKaTh BUPYCHI, B BHUPYCHI
MOTYT OBITh BCTPOEHBI JIOTHYECKHE OOMOBI U T. .

3. 3aganue

Pa3zpaboraTe mporpaMMy UMHUTHPYIOIIYIO HEKOTOpbIE (CM. BapHaHT) NEHCTBUS BHUpYca

WIH IPYro¥ BPEeIOHOCHOM MporpaMMbl M MOATOTOBUTH OTUET O MPOJIeNIaHHON padoTe.

33



N o g~ w D oE

4. Conep:kaHue oT4eTa
TUTyIBHBIN JTUCT
Conepxxanue
3amanue
Anroput™ paboThl IPOrpaMMBbl
JIuctuHr nporpamMmsl
ITpumep paboThI MporpamMmsl

BriBoabl
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5. BapuaHTBI

BapnaHT — HOMEDP O CITMCKY B JKypHaJe.

Ba HeiicTBUe
" BHPYCHOI HJIH Bxoaubie Brixoannie
EH APYyrou 3ananue JaHHbIE JAaHHbIE IIpumeuyanue
T Bpe/10HOCHOM npoueaypsbl npoueaypsl
NMPOrpamMMbl
MaccuB nmeH
Pa3paborate u oTnanuTe npouenypy 9
" " . . . HaWIEeHHBIX . «
1 Ilouck KepTBBI noucka (haiioB 1o 3aJJaHHOM MacKe B Macka ¢aiina (baitnos u ux Macka daiinos: *.exe
TEKyILEH ITarke
KOJIMYECTBO
[Tonmena nyrem ynanenus (aina
Pa3pabotate u oTanuTe npouenypy [Tpusnak 8 yTem ya ¢
" N . . Nwmena nByx Y UCIOJIb30BaHMUS €r0 UMEHU IS
2 IMoamena ¢aiina 3aMEeHbI YKa3aHHOTO (aiiia Ha APYyrou . YCIIEUTHOCTH " "
. daitnos M3MEHEHHUS UMEHU "BUPYCHOTO
YKa3aHHBIN (aiin 3aMEHbI .
daitra
Pazpaborats 1 oTIIaTUTE TPOLIETYPY
3 "Moaupukanus 3anucu UHGOpPMAIMK U3 OJTHOTO HNmena nByx ITpeoOpa3oBaHHBIN
(paiina" yKa3aHHOTO (haiiya B KOHEIl JPYroro ¢aiinoB (aiin
yKa3zaHHOro ¢aiina
"TIpuHIUn Paspaborarts nporen KOIIUPOBAHUSI
p p p by P . B nporpamme co3znathk Gpopmy
AercTBUS COJIEPKUMOTO BcexX (paifioB, K KOTOPHIM . ITpeoOpa3oBaHHBIN
4 . Nwms ¢aiina . oOpallleHHs K HECKOJIbKUM
NPOrpamMMmblI- oOpaiiiaercst IoJab30BaTENb B 3a/1aHHBIN (aiin . .
" . daiinam (cBoeoOpa3HbIl KaTauor)
IINHOHA daiin
Pazpabotats npoueaypy 3amycka Vs paitna
"Co3nanue 3BYKOBOTO (hailyia mpu HaCTYyIJICHUN ’ .
KaTajiora, 3anyck 3BykoBoro | Coaepkumoe 3ByKOBOTO (haiina:
5 3BYKOBBIX KaKoro-1m6o coObITH (MOMBITKA 10CTYTIA .
" . 3aJlaHHOE BpeMs ¢aitna TBOpUYECKas pabora
3pPexToB K (paiimy, KaTanory, HaCTyIUIEHHE W

OIPEAEIEHHOT0 BPEMEHU U T. 11.)
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"IIpoBepka ¢paiiia
Ha 3apPa’KeHHOCTh'"

6 (BUpYC He J0JI:KeH Pazpaborath 1 oTIIaUTH TPOLEYPY Nwms daiina, Jlornueckas
3apakaTh yiKe IIOMCKA 33JJaHHOM CTPOKU B (paiise CTpOKa TEKCTa HepeMeHHas
3apaKeHHbIe
(haiiani)
[IpyuHIKII MACKUPOBKU: ITOCIIE
BBINOJIHEHUS 3aJaHHOTO
Pazpaborath 1 oTIaIUTH TPOLETYPY .
" " N Nwms daiina ¢ Jlornueckas aJIrOpUTMa BUPYC 3aIllyCKaeT Ha
7 MackupoBka 3aIlycKa yKa3aHHOM NMporpaMMbl Ha . o
IIpOrpamMMoii HepeMeHHas BBINOJIHEHHE caM (haiiin, 4ToObI
BBITTOJIHEHHUE
CKpPBITh OT I10JIb30BaTeNs (PaKT
3apaskeHUs!
Pazpaborats 1 oTIIaTUTH TPOLIEYPY Vst paiia
" " W3MEHEHMS J]aThl U BPEMEHH CO3AaHus ’ Jlornueckast
8 MackupoBka . 3HAYCHUS JIaTHI,
yKa3zaHHOTO (aiiya Ha 3aJaHHbIE nepeMeHHast
BpEMEHU
3HA4YEeHUs
Pazpaborats 1 oTIIaTUTE TPOLIETYPY Nwms ¢aiina,
9 "Mackuposka " U3MEHEeHUs aTpuOyTOB U pazMepa 3HA4YeHUs Jlornueckas
yKa3aHHOro (aiiia Ha 3aJJaHHbIE aTpuOyTOB U IepeMeHHas
3HAa4YeHUs pa3mepa
PaspaboTtare 1 oTIaAUTE TIpOILIE 3amaHHOE
"TlpuHIMn padoTsl P A POLeAYpy a
. yJlaJIeHus! COAECP>KUMOTo Beex (haitnoB B 3Ha4YeHHe Jlornyeckas
10 JIOTHYECKOM
GoMBLL" 3aJJaHHOM KaTajore MpHu HaCTYIUICHUH BpPEMEHU, UM nepeMeHHast
KaKoro-1mdo BpeMeH! KaTajiora
"HMuramms cGoes Pa3pabotate u OTJIaJIUTL IPOLEAYPY }
11 oC nosiByieHus coobmenuii o cooe OC n/mnm Nwms daitma [TosiBnenue
SO —— anmnapaTypsl IIpH MOIBITKE TOCTyNa K (aiinos) coobuieHuii o cboe
paryp Kakomy-nu0o aitny (¢aiinam)
Pa3paborath U 0TI1aIUThH NPOIEAYPhI
12 " " . Jlornueckas
MackupoBka mmdpoBanus U aemuppoBaHHs Wms daiina
nepeMeHHas

yKa3aHHOTO (Qailia
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Pa3paborare u oTnaauTe npoue 3anaHHOE
"IIpuHuun padoThl p i POREAYPY a N
. 3aIrycKa HEKOTOPOU MPOrpaMMBbI IIPU 3HaYEHUE 3ammyck HeKOTOpoit
13 JIOTHYeCcKOit
GoMOLL" HACTYIUIEHUH KaKoro-ndo yaca uin BpEMEHU, UMS MPOrPaMMBbI
MUHYTBI daiina
Pa3paboraTh 1 0T/IaguTh Mpoiie
"IIpuHIMI padoTh p 8 PORCAYPY Coneprxanue 6aHHepa:
14 " 3amycka 6aHHepa mpu nomnbiTke nepexona | Ccpuika, 6anHep |  3amyck 6aHHepa
O0aHHepa . TBOpUecKasi paborta
10 KaKOM-Tn00 CChUIKE
Pa3paboraTh 1 0TJIaguTh Mpoiie 3anaHHoe
"IIpuHuMn padoTbl p a POHEAYPY A
. ynaneHus Bcex (aiyioB B 3alaHHOM 3HaYEHUE Jlornueckas
15 JIOTHYeCKO
5oMBLL" Karajore Mpy HACTYIUIGHUU KaKOTO-THOO | BpPEMEHH, UMS nepeMeHHas
BpEMEHU Karajora
Pa3paboraTh 1 OTJIaquTh NPOLEYPY
16 "Moaudukauus 3anucu HH(HOPMAIIUY U3 OJTHOTO Nmena nyx [IpeoOpazoBannbiii | MecTo B cepenune (aitia 10KHO
(paiina" YKa3aHHOTO (ailyia B cepeuHy Apyroro ¢aiinoB (aiin BBIOHMpATHCS ClydyaliHBIM 00pa3zom
daiina
"TlpuHuun paéoTsl Pa3paboTaTh 1 OTJIaquTh NPOLIETYPY Hara, ums 3anyck HekoTopoii
17 JIOTHYeCKOi 3arycKa HEKOTOPOW MPOrpaMMBbI ITPU 3aIyCKaeMoro T DOIDAMMEL
0oMOBb1" HACTYIJIEHUH KaKOH-TH00 J1aThl daiina porp
Nwms ¢aiina,
Pa3paboTaTh 1 OTJIaquTh NPOLIETYPY
" . o KOJIMYECTBO
Kannas CO3JIaHUs KOIUI 3a1aHHOTO (paitina o
18 " . KOTIHIA, Co3nanHble KOMTUU
nporpamMmma (¢paitioB) 1 pa3melieHns UX B 3aJaHHOM .
3aJIlaHHBIH
Karasore (Karajorax)
KaTajaor
"IpuHOMn Pazpaborats nporie 3aIliCH B
p paboTath MPONeAYPY N . 3a OCHOBY B3SITh IPOrpamMMy,
necTBUSA 3alaHHbBIN (haitsn nHOpPMAITUH, BBOIUMOI . [TpeobOpazoBaHHBIIA
19 " " Wwms daiina . pa3paboTaHHYIO MPH BBHIIOJIHEHUU
KJIABHATYPHOI' 0 MOJIb30BaTeJIeM B MOJIs "JIOTUH" U dbaiin .
" " " npakTudeckon padbotsr Ne 4
IIMUOHA naposib
€Hb HeJeIn
"IIpuHOMn padoThl Pa3paboraTh 1 OTJIaqUTh POLIETYPY A ACTH, .
. . AMs 3amycK HEKOTOpO
20 JIOTHYeCKO 3aIycKa HEKOTOPOU MPOrpaMMBbI IIPU
" 3aIyCKaeMoro MIPOTPaMMBbI
00MOBI HACTYIUICHHH KaKOT0-JTMOO JTHS HEJeTN datina
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Pa3paboraTh 1 OTJIaquTh NPOLIETYPY

MaccusB nmen

o 9 . HalJIEHHBIX .
21 | "Ilouck :xxepTBHI" noucka (ailyioB 1o 3a1aHHON MacKe B Macka (aiina @aﬁJfOB - Macka daiinos: *.bat
TEeKYIIEH Tarke.
KOJIMYECTBO
Pa3zpaborats 1 0TIIaquTh TIpOLIE .
"Moauduxanus p 6 PONEAYPY . [TpeobpazoBaHHbIA
22 S NepeMEeIIMBaHUs CUMBOJIOB (CTPOK) B Nwms ¢aiina N
(paiina . Gaiin
daiine
JIS1 IPOBEPKU
Pa3paboraTh nporenypy noaMeHbl Jls nposep
" " . . .o paboTOCIIOCOOHOCTH TTPOTPAMMBI
23 MackupoBka 3apakeHHOTO (ailna He3apaKeHHBIM MPU Nwms ¢aiina OTKpBITHIN (haiin N o
co3aath 2 Qaiina: "3apakeHHbIN
oOpareHuu K HeMy TI0JIb30BaTelIsI " .
1 "He3apakKCHHBII
Pa3paboraTh 1 OTJIaqUTh POLIETYPY nmera 1 [Tpuznak [TonMeHa myTeM 3aMeHBbI
24 | "Iloamena ¢aiina" 3aMeHBI YKa3aHHOTO (haiiyia Ha Apyrou q)aﬁJIOByx YCHEIIHOCTH COJIEP)KUMOTO (aiiia Ha
YKa3aHHBIHN (aii. 3aMEHBI coniepkuMoe "BupycHoro" (aiina
Paspaborars 1 oTIIagUTh IPOLET 3anaHHEIM
"Kannas P N P yPY KaTaJior,
25 " CO3/aHUS KOIUH 3aJJaHHOTO KaTaiora CoznaHHbIE KOITUU
nporpamma KOJIMYECTBO
(xaTasoroB) 9
KOIUi
" =
Iposepka q)a“”f} Pa3paboTaTh ¥ OTIAAUTE IPOLIEAYPY
HA 3aPaKEHHOCTH i Nwmena nByx
MIPOBEPKHU CIEYIONIEro (pakTa: siBisieTcs Jlornueckas
26 (BHPYC He Aoken JIY COZICPIKUMOE IBYX (hailiIoB HMCIOTITIXCA MepeMeHHas
3apaxkaTrhb yiKe ACp ABYX ¢aiinoB p
3apakeHHbIe (pallabl) OZIMHAKOBBIM
"IMposepka daiia Pazpaborats 1 0TIaIUTE IPOLIEYPY
Ha 3apasKkeHHOCTH" MIPOBEPKHU Clenyromiero gaxra: He
27 (BHpyC e MoneT ABJISIETCS JIU HEKOTOPHBIN (haiin, 3anannblii | I[IpoBepsemoe Jlornueckas
Py CBOWIM HUMEHEM, TOH TPOTpaMMOI, ums ¢aiina MepeMeHHas

3apaxaTh cam
ceds)

KOTOpasi 3Ty MPOBEPKY MPOU3BOIUT (T.€.
caMo¥ 3aIlyIIeHHON Nporpammon)




[IpakTU4yeckas pacora Ne 8

«AJITOPUTMBI IpeAynpeXAeHUS U OGHAPY>KEeHMSI BUPYCHBIX YIPO3»

1. Iean padoTbl

3HAKOMCTBO C HEKOTOPHIMH JITOPHUTMAaMU MPEAYIPEKICHHUS U OOHAPYKCHUST BUPYCHBIX

yrpos.
2. KpaTkue TeopeTnyecKue cBeeHHUs

JUnst 3aImThl OT KOMIBIOTEPHBIX BHUPYCOB M JIPYTMX BPEIOHOCHBIX HPOTPaMM MOTYT
UCTIOJIB30BaThCS:

* 001IMEe METOBI M CPEICTBA 3aLIUTHI HH()OPMAIIHH;

* CHEMATM3UPOBAHHBIE TPOTPAMMBI [T 3alIUTHI OT BUPYCOB;

* npoUIAKTHYECKHE MEpHI, IO3BOJIIONINE YMEHBIIUTh BEPOATHOCTh 3apPayKCHHS
BUPYCaAMH.

CyIIecTBYIOT JB€ OCHOBHBIC PAa3HOBUIHOCTH OOIIUX METOJIOB W CPEICTB 3allUThI
uHpopManuu, Takke 3Q(HEKTUBHBIX IPH 00pHOE BUPYCHBIMH YTPO3aMHU:

scpelICTBa KOMTMPOBAHUS HH(OPMAIIHH;

* CpPEICTBA pa3rpaHUUYCHHUS JOCTYIIA.

[Tpu 3apakeHUN KOMITBIOTEPA BUPYCOM BaXKHO €ro 0OHapyKuTh. K BHEIIHUM mpU3HAKaM
NPOSIBJICHUS ICATEIIbHOCTH BUPYCOB MOKHO OTHECTH CIICIYIOIIUE:

* BBIBOJ] Ha DKPaH HETPETyCMOTPEHHBIX COOOIEHHI MITN N300paKEHH;

* [10J1a4a HEeTPETyCMOTPEHHBIX 3BYKOBBIX CHTHAJIOB;

* U3MEHEHME JaThl U BpeMeHH MoupuKauu (Haios;

* CYe3HOBEHME (DAllVIOB M KaTaJIOTOB MM UCKaXXEHHUE UX COIEPKUMOTO;

* acThIe 3aBUCAHMs U COOM B pabOTe KOMITBIOTEPA;

* Me/JICHHAsI pPad0Ta KOMITBIOTEPA;

* HEBO3MOXXHOCTH 3arpy3ku OC;

* CYLIIECTBEHHOE YMEHBIIIEHUE pa3Mepa CBOOOJHON ONepaTUBHON NaMsITH;

* TpekpameHue  paboThl WM HempaBWibHas  paboTra  paHee  yCIEIIHO
(YHKIIMOHUPOBABIINX TPOTPAMM;

* U3MEHEHHE Pa3MepoB (Hailyios;

* HEOXKUIaHHOE 3HAUYUTENIbHOE YBEJTMUEHUE KOJIMUeCcTBa (hailIoB Ha JHCKeE.

Ho w™amo 3amernTh, 9YTO KOMIBIOTEpHAs CHCTEMa IIOJBEPIIIaCh BO3ICHCTBHUIO
BpefgonocHoro I[1O, HeoOxomumo OOHAPYKUTh HCTOYHMK Yyrpo3bl. K OCHOBHBIM MeTonaM

06HaPy')KCHI/I${ KOMITBIOTCPHBIX BUPYCOB MOJKHO OTHCCTHU CJIICAYIOIIUC:
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* METOJ] CPABHEHUS C 3TAJIOHOM;

* DBPUCTUYECKUI aHAIIN3;

* aHTHUBHPYCHBIH MOHUTOPHHT;

* METOJ] 0OHAPYKEHUsI U3MEHEHUH;

* BCTpanBaHUE aHTUBUPYCOB U IP.

PaznuuaroT cnenyromue BUIbI aHTHBHPYCHBIX MIPOTPaMM:

* IporpaMMeI-(aru (CKaHephl);

* nmporpaMmbl-peBU30psl (CRC-ckanepsi);

* IPOrpaMMBbI-0JIOKHPOBLIVKH;

* IPOrpaMMbI-UMMYHH3aTOPHI.

Onnako, aOCONIOTHO HAAEKHBIX MPOTPaMM, TaPAHTUPYIOMIMX OOHApyKEHHE H
YHHUYTOKEHHUE JII000ro BUpyca, He CylecTByeT. BaxKHbIM MeTO0M OOpBHObI ¢ KOMIIBIOTEPHBIMU
BUpYCaMU SBIISI€TCS CBOEBpEeMEHHass mnpoduiakThka. UYToObl CyIIECTBEHHO YMEHBIIUTh
BEPOSTHOCTH 3apayKEHHsI BUPYCOM M O0ECIIeYHTh HAJSKHOE XpaHEHNE WHPOPMALIUY Ha TUCKaX,
HEO0XO0IMMO BBITIOJHATH CIEAYIOIINE MEPBI TPOPHIAKTHKH:

* IPUMEHSATH TOJIBKO JulieH31uoHHOoe [10;

* OCHACTUTh KOMIIBIOTEP COBPEMEHHBIMH aHTMBHPYCHBIMHU MPOrpaMMaMM M HOCTOSHHO
BO300HOBIISITh X BEPCHH;

* BCErJa MPOBEPATh ChEMHBIE HOCHUTENN MH(OpMAIMK HAa HAIWYHE BUPYCOB (3aIrycKas
AHTUBHUPYCHBIE INPOIPAaMMBbl CBOEr0 KOMIIBIOTEpA) MEpei CUUTBIBAHUEM C HHUX HH(OpMAaIUH,
3alMCaHHOM Ha APYrUX KOMIIBIOTEPaX;

* IIpU TIEPEHOCE HA CBOM KOMMBIOTEpP (aiijloB B apXWBUPOBAHHOM BHJIE IPOBEPSITH HX
Cpa3y jke Tocje pa3apXHBaIlMd Ha JKECTKOM JHCKE, OTpaHWYHMBas 00JacTb MPOBEPKH TOJIBKO
BHOBb 3allMCaHHBIMU (haiinamu;

* IEPUOINYECKH MTPOBEPSTH HA HAJTMUUE BUPYCOB JKECTKUE TUCKU KOMITBIOTEPA, 3aIyCcKasi
AQHTHBHPYCHBIE IIPOTPAMMBI ISl TECTUPOBAHUS (DAiiIOB, MaMsATH U CUCTEMHBIX 00JIACTEH AUCKOB;

* BCETJIa 3alIMIaTh CheMHBbIE HOCUTEIH WH(POPMALIMU OT 3alUCH MPH pabdoTe Ha JPYTrUX
KOMITbIOTEpAX, €CJIM Ha HUX He OyJIeT MPOU3BOAUTHCS 3alKiCh HHPOPMALIUY;

* 00s13aTeNIbHO JeaTh Ha ChbEMHBIX JUCKaX apXMBHbIE KOMHHU LIEHHOW JUIsl MOJIb30BATEINs
uH(pOopMaLnu;

* HCIIOJIb30BaTh aHTUBUPYCHBIC MTPOTPAMMBI JIJISI BXOAHOTO KOHTPOJISI BCEX MCITOTHSAEMBIX

¢aiinoB, Moay4aeMbIX U3 KOMIIBIOTEPHBIX CETEH.
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3. 3aganue
Pa3zpabotarte mnporpaMMy HMMHUTHPYIOIIYIO HEKOTOpble (CM. BapUaHT) MACUCTBUS IIO
OPEAYNPEXKJACHUIO BUPYCHBIX yrpo3, OOHAPYKCHHIO M YIAJICHUIO BHUPYCHBIX M JPYTUX
BPEIOHOCHBIX MIPOTPAMM U TIOATOTOBUTH OTUET O MPOJICIAaHHON padoTe.
4. Conep:kaHue oT4eTa
8. TuTynbHbBIN JHCT
9. Conepxanne

10. 3aganue

11. AnropuT™M paboThI IPOrPaMMBbl
12. JIucTuHr IporpaMmel
13. [Tpumep paboThI MporpamMmsl

14. BrIBO1BI
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5. BapuaHTbl
BapuaHT — HOMep N0 CIHCKY B KypHaJe.

Bxoaubie Brixoannie
Bapuanrt 3agaHue JaHHBbIE JaHHbIE JlonoTHUTE/IbHBIE YCIOBHSA
Npoueaypsbl npoueaypsl
PeBu30pbI 3aIIOMUHAIOT UCXOAHOE .
. [Tonck n3MeHeHu# B 1aTe ¥ BpEMEHU CO3/IaHus
cocrosiHue (aiiioB/kaTaioros, Toria, daiina
AJITOPUTM | KOT/Ia KOMIBIOTEP €IIe HEe 3apakeH
padoThI BUPYCOM, a 3aTEM MEPUOIUYECKHU Nwms daitma Coobimense o
AHTHUBHUPYC CPaBHHMBAIOT TEKYIIEE COCTOSIHHE (daitos)/ S TMonck u3MeHeHuil B aTpubyTax u pasmepe aiina
HOW ¢aiina/katanora ¢ ucxoansim. Eciu Nms OTCVICTBIM
NPOrpaMmbI- O6Hapy)KeHbI N3MCHCHMS, TO Ha SKPaAH KaTtajora I/ISI\ZGHGHI/II‘/'I
peBH30pa JTUCILIICS. BBIBOJISITCSI COOOIIICHHMS. (kKaTajaoron) TToKCK M3MEHEHHUH B cofiepKanuy (aiina
Pa3paborats nporenypy noucka
3aJJaHHBIX (CM. JIOM. YCII.) U3MEHEHUI o
N [Touck n3MeHeHM B coAepKaHUM KaTajaora
B (aiine/karasore.
[IporpamMma f0KHA OCYIIECTBIISATH
MOUCK (hailIOB-KOMITAHBOHOB N
Oo0napy ¢ . Vnanenue ¢ainoB-KOMIaHLOHOB
EHIe (ucmionHsieMble (Qailsibl ¢ TEM Ke Crimcok
. Ha3BaHUEM, YTO U UCXOJHBIN (aiii, HO . 00HApYKEHHBIX
(paiiyioB- Nwms ¢aiina Z
<OMIIA JIPYTUM PacIIMPEeHUEM) U 110 (aiinos-
PELIEHHUIO TT0JIb30BATEIS KOMITAaHbOHOB [Tepemernenue ¢aimoB-KOMIAHbOHOB B IPYTrOi
HBOHOB .
OCYILIECTBIATH CIEAYIONINE ACHCTBUS: KaTtajior (Ha KapaHTHH)
(cm. fom ycei1.)
Pa3paborats mponenypy
Oonapyixe OOHADYKEHNS KOMHH (aiios B VY nanenue oOHapyKEHHBIX KOMUH
e 3aanHOM Katanore. OCyIiecTBIsATh
MOWCK 10 UMEHHM (haidsia v 1o . MHUCOK
NPU3HAKOB ¢ Nwms daiina, Crmco
COACPKUMOMY. I/IH(I)OpMI/IpOBaTL 00OHapyKEHHBIX
sapae nosb3oBaTens. IIpemiarats Ha BEIOO Kataiora KOIIUi
HUS - 1Ipel - p [Tepemenienne 0OHAPYKEHHBIX KOMTUW B IPYTOM
BHPYCOM CHICAYIOTIIE ACHCTBHA: KaTaJior (Ha KapaHTHH)
(cm. mom. yei.)
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HepI/IOI[I/I‘IHOCTB KOITMPOBaHUA: pa3 B HEACIIIO

9
Mpoduiaak Paspaborats IpONCAypy CO3HAHNA (IPeIOCTaBUTh BO3MOKHOCTD BBIOOPA JIHSI HEJEIIH)
THKA pe3epBHBIX Konuil. [IpexycmoTpers
sapaKe BO3MOXXHOCTh BBIOOpA MOJIb30BaTEIEM
}I[)m[ NePHOIMMHOCTH CO37AHHS PE3EPBHBIX IlepnoMYHOCTE KONIUPOBAHUSA: YEPE3 ICHb
10 Kot (eM. o, yeu.). [Ipu 3Tom st Tornueckas (IpeocTaBUTh BO3MOKHOCTh BRIOOpA YETHBIX WIIH
BHPYCOM HEUYETHBIX YUCEN)
(Peseps JIOJIKHBI A€TIaThCSl KOIIMU TOJIBKO TEX Karajora nepeMeHHas
oep (aitnoB, KOTOpbIE OBLIN CO3JaHbI WU
H U3MEHEHBI B IEPUOJ] IIOCIIE HCpI/IOIII/I‘-IHOCTI) KOIMUPOBaHUsA: pa3 B HECKOJIBKO
1 KomupoBsa IpebIAYILeH TPOLELyPBI 4acoB (MPE0CTaBUTh BO3MOXXHOCTh BbIOOpA
Hue) KOIIMPOBAHUS. MHTEpBaJla BPEMEHHU, IPOXOISIIETO MEXKIY
poleaypaMu KOITMPOBAHHUSA)
ITouck 3agaHHOM CTPOKHU U €€ GparMeHToB (CJIOB) B
12 yKazaHHOM ¢aiiie. Anroput™ "neueHus': ynaneHue
CTpOKHU WiH ee hparMeHTOB
[Tonck 3aaHHO CTPOKU U e PparMeHTOB (CIIOB) B
13 yKa3zaHHOM (aiine. Anroputm "nedeHus "
NepeMeleHne 3apaxeHHoro (aiina B Apyroi
KaTajor (Ha KapaHTHH)
Pazpabotate 1 0TIaAUTH NPOLEAYPY »
Oo0Hnapy:xe . [Touck 3aaHHOM CTPOKU U €€ (parMeHToB (CIO0B) B
MOMCKA 33JJaHHON CTPOKH IEJINKOM N " "
14 HHe Crpoka, nms yKa3zaHHOM (aiine. Anroputm "nedeHus": ynajieHue
WA YaCTHUYHO B 33JJaHHBIX N .
BHPYCHOI0 . ¢aitna Jlornueckas 3apakeHHOro ¢aina
daiinax(cm. gom. yci.). B cnyuae . o =
KO/a B (paitmos, nepemeHHas | Ilouck 3ajaHHOM CTPOKM BO BCEX TEKCTOBBIX (aifmax
oOHapy>KeHHsI BUPYCHOI'O KOJia B Teje " "
15 TeJie » N Karajora) 3a/IaHHOTO KaTajora. AIroput™ "neueHus'":
. (haiina peann3oBaTh CICTYIOITHI .
(paiina yJlaJIeHue CTPOKHU U3 BceX (ailyioB
AJITOPUTM <JICYCHHSD»: (CM. JIOTI. YCII.) = =
[Tonck 3aaHHOM CTPOKU BO BCEX TEKCTOBBIX (aiiyax
16 3a/IaHHOTO KaTanora. AJIroput™ "neueHus':
nepeMeleHne 3apaxeHHbIX (ailioB B Apyroi
Kartajor (Ha KapaHTHH)
ITouck 3aaHHOI CTPOKU BO BCEX TEKCTOBBIX (haifmax
17 3aJJaHHOTO Kartajora. Ainroput™ "nedeHus':

YAAJICHHUC BCCX 3aPAKCHHBIX (I)aﬁHOB
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Xi=round(10* sin(i* sin(i/V i)) +10),
rne Xi -BbIOUpaeMblii HOMEP 3JIEMEHTa B MaCCUBE
I - cuerunk [1;N];

18 Maccus ¢
V- 351eMeHT B MacCUBe JaHHBIX MOJIb30BATENS,
HabopoMm N=10.
JAHHBIX
HOTE3OBATEIS MuHHUMaJIbHOE KOJIMYECTBO 31eMEHTOB MaccuBa: 20
(s . 5
19 YIIPOLICHHUS JIuHeHbBIH KOHTPYIHTHBIA MeTO I ((pyHKIHS
Paspabotats renepaTop 0JIHOPA30BOIO 3aa4u: Random), N=12
3ammTa 0T | TapoJisi Ha OCHOBE MCEBAOCIYYaHOTO KayK 111 OnHOpa3oBbIi
KJIaBHATYyp BBIOOpA CHMBOJIOB U3 JAHHBIX, DJICMCHT napojb Meton ®ubonay4u ¢ 3anasabIBAHUSIMU ™
HBIX BBEICHHBIX I10JIL30BATEIIEM. MaccuBa - mmuaHOoi N Yi_a —Yi_b, eciu Yi_a > Yi_b
IINHOHOB [TpyMeHUTD CeNYIOIINIA aTTOPUTM uudpa us CHUMBOJIOB X, =
I'TICY: (cM. mom. ycir.) TaHHBIX —(Yiia =Yin), ecm Y, <Y,
TOJIb30BATEI. rae Xi -BbIOMpaeMbIii HOMEp 2JIEMEHTa B MAaCCUBE
20 HOMEpa I - cuerunk [max(a,b)+1; N+ max(a,b)+1];
nacropra, V- 31eMeHT B MacCUBE JTaHHBIX IT0JIH30BATEN,
AaTel a,b - 1iesBIe MoNOXKUTENLHEIE YKCIIa, HA3EIBAEMEIE
POXICHUSA 1 JaraMu, peKoMeHayemble 3Hauenus (a,0)=(17,5),
T.I1.) N=7.
MuHMMalIbHOE KOJTMYECTBO 3JIEMEHTOB MaCCHBa:
max(a,b)
Pa3paboraTe mporpamMmmy peructpainuu B kavecTBe 3a1auu IPETIOKUTD MOJIB30BATEIIO
21 MOJIB30BATENS C MMPOBEPKOM METOIOM BBECTH YHCIIO (CJIOBO) ¢ KAPTUHKU (OJTHON WIIH
3ammTa ot CAPTCHA. [Ins 3aBepiueHus HECKOJIbKHX)
MAaccoBO#l | perucTpaIyu MoJIb30BaTENIO JOIKHA B kadecTBe 3aaun IpeiOKUTh MOTB30BATEIIO
22 | pacchbLIKH OBITh TIPEJIOKEeHA TaKas 3a/1a4a, JlaHHbBIE Jlornueckas MPOU3BECTHU MMOKA3aHHYIO HA KAPTUHKE MPOCTYIO
cnama KOTOPYIO C JIETKOCTHIO MOXKET PEIIUTh | IOIb30BaTeNs nepeMeHHast apu(PMETHIECKYIO OTIEPAITHIO
METOIOM | YEJIOBEK, HO KOTOPYIO HECOU3MEPUMO
’3 CAPTCHA |  criomee permuTh KoMmbioTepy (M. B kavecTBe 33124 NpeITIOKUTD MOJIB30BATEIIO

JIOTL. YCII.).

BBI6paTB N3 HECKOJIBKHUX KapTHHOK OAHY,
COOTBCTCTBYIOIYIO OIIPECACIICHHOMY YCIIOBUIO




1%

24

25

26

27

3ammuTra or

nporpamMm

OTKPBITHS
napoJisi

PazpaboTaTh “ymMHYI0” mporpamMmy
3arpoca mnaposei (smart password
asker). DToT MeTo MpeanoIaracT
HCIOJIb30BAHUE CIIEHHAIIBHOMN
[IPOrpaMMBbI 3ampoca MmapoJieH,
KOTOpast paboTaeT He 1o
CTaHJIaPTHOMY aJTOPUTMY, a IO
AJITOPUTMY C MICEBAOCITYYalHBIM
nucxoaoM (cm. jom. yci.). PeanmnzoBath
7-10 3ampocoB napoJis

[Tapons
(cm. mor.

yCIL.)

Jlornueckas
nepeMeHHas

Pa3paborats mporpammy, 3anpammnBaroilyo TOJIbKO
4acTh NapoJisi: IEpBbIe TP CUMBOJIA

PazpaboTtars mporpaMmy 3arpamriBarollyio He cam
apoJib, 2 CyMMY LH(pP, BXOJAIINX B ApOJIb

PazpaboTaTs mporpamMmy 3ampammBaronlyro He cam
MapoJib, a CyMMY YacCTH TapoJisi U YKCIia Mecsiia
TEKYIIIEeH AaThl

Pazpabotare nporpaMmy, 3alpaniBaronyo TOJIbKO
4acTh NapOJIs: NEPBBIM, TPETUH U TOCIECIHUNA CUMBOJI

* B 1aHHOUN IpaKTHYeCKOi paboTe MpeCTaBIeH OJUH U3 HIMPOKO PaCIpPOCTPaHEHHBIX (PMOOHAYYHEBHIX JATYUKOB C HEKOTOPHIMU U3MEHEHUSIMH, T.

K. JaTYMK paCCUUTAH Ha I'CHCPALHUIO cnyqaﬁHHx BC€IICCTBCHHBIX YHCCJI U3 AUariasoHa [0‘ 1), a JJId BBIIIOJIHCHUWS 3aJaHUA Tp€6yeTC$I CTCHCPUPOBATH
oejao€ 4ucio




[IpakTH4yeckas paéota N2 9.

«IlakeTsI dHTUBUPYCHBIX IIPpOrpaMmM»
1. Iesas padoTsl

O3HaKOMJICHHE C OCHOBHBIMH (DYHKIIMSIMU, JOCTOMHCTBAMHU U HEIOCTATKAMH
coBpemMeHHOro antuBupyctaoro I10.

2. Kparkue TeopeTnyecKkue cBeIeHUsI

Ha ceronusAmHuii 1eHb IepedyeHb TOCTYIHBIX aHTUBUPYCHBIX IIPOIPAMM BECbMa

06I_HI/IpeH. Onn pasinyaroTCsa Kak I10 HEHE, TaK U I10 CBOUM (bYHKI_[I/IOHaJ'II)HBIM BO3MOXXHOCTAM.

HanOonee MolHble (M Kak MpaBuiIo, HauboJsee JOporue) aHTUBUPYCHBIE TPOrpaMMBbl
NPECTaBISIOT cO00M HAa CaMOM JIelie TIaKeThI CIISIHATU3NPOBAHHBIX YTUIIUT, CIIOCOOHBIX TIPU
COBMECTHOM HX HCIIOJIb30BaHUH 00ECTIEYNTh PAa3HOCTOPOHHIOKO 3AIIUTY KOMITBIOTEPHOM

CHUCTCMBI.

bonpmmHCTBO COBPCMCHHBIX AaHTUBUPYCHBIX ITAKCTOB BLIMMOJIHAIOT CIICAYIOIINEC (1)YHKIII/II/II

¢ CKAHHUPOBAHHUC MaAMATHU U COACPIKHUMOI'0 IUCKOB,

¢ CKAHHUPOBAHHUC B PCAJIBHOM PEKUME BPEMCHU C IIOMOIIBIO PE3UICHTHOI'O MOAYJI,

® pPAacIO3HAaBaHUE IIOBEACHHUS, XapaKTEPHOIO IJIsI KOMIIBIOTEPHBIX BUPYCOB;
e OJIOKMPOBKA W/WIIN yAalleHUE BbISIBIEHHBIX BUPYCOB;
® BOCCTaHOBJICHHE 3apa>KEHHBIX HH(OPMALIMOHHBIX 0OBEKTOB;

¢ [IPUHYAUTCIIbHAA ITPOBECPKA IMOAKIIFOYCHHBIX K KOpHOpaTHBHOﬁ CETHU

KOMIIBKOTCPOB,

¢ YIAJICHHOC OOHOBJICHHUE AHTUBUPYCHOT'O MTPOTrpaMMHOTO obecnieueHus u 0a3

JaHHBIX yepe3 VIHTepHeT;

e ¢unbTpanus Tpaduka HTepHETa HA PEMET BBISIBJICHUS BUPYCOB B

nepeiaBaeMbIX IIporpaMMax M JOKyMEHTax;
® BBISBIICHUE MTOTEHIIMATIHLHO OMACHBIX Java-anmieToB U Moaynei ActiveX;

¢ BCIACHUC IPOTOKOJIOB, COACPIKAIINX I/IH(I)OpMaI_II/IIO 0 CO6LITI/I}IX, KacCaromuxcs

AHTUBHUPYCHOMU 3aILUTHI U JP.
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3. 3axanue
4. TloAroToBUTH KPATKUH JOKIIA] 110 33JaHHOMY BOIIPOCY (CM. BapHAHT), UCIOJIb3Ys JHOObIC

JAOCTYIIHBIC UCTOYHHUKH HH(bOpMaI_[I/II/I.

Pexomenoauun: CoOpanHbIil MaTepuan OyaeT Hanboliee aKTyalbHbIM, €CITU BKIIIOUUTH B
HEro JaHHble, IOJyYEHHbIE NPAKTUYECKUM IyTeM. [ljis 3TOro mnpu BO3MOKHOCTH,
YCTAHOBUTE JIEMOHCTPALMOHHYIO BepcHIo 3agaHHoro nakera I10 u nporectupyiite ee B
TEYEHUU HECKOJIbKUX JHEH.

5. 3Banonauts Tabmuiy " [lakeTsl aHTUBUPYCHBIX POrpaMM " Ha OCHOBE MOJTOTOBJICHHOTO

MaTepuaia, a TaKXke JIOKIaI0B APYTUX CTYIECHTOB.
6. IlpoBectu ananuz coOpaHHON MHGOPMAIIUU U CIENATH BBHIBOJIBI.

4. Copnep:xanue oT4eTa

TuTynbHBIN IUCT

6

7. ConepxxaHue
8. 3amanue

9

Tabnuia "IlakeTsl aHTUBUPYCHBIX TTpOrpamm”

10. BeiBogb1
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BapuaHT — HOMep MO CHHCKY B ’KypHaJe.

5. BapuaHTbI

OcHOBHBIE

ITaker anTuBupycHoro IO F—— JocTrouncrBa Hepnocrarku
AntuBupyc Kacnepckoro 1 2 3
AnTuBupyc Dr.Web npas 4 5 5

Windows
Panda Antivirus 7 8 9
ESET NOD32
10 11 12
AHTHBHPYC
avast! Free Antivirus 13 14 15
Avira AntiVir Personal 16 17 18
Norton AntiVirus 19 20 21
Trend Micro Internet
end Micro | 22 23 24
Security
Microsoft Securit
cunty 25 26 27
Essentials
McATfee VirusScan 28 29 30
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,Z[OHOJIHI/ITEJIBHO: [lomamﬂee 3a/ldaHHE

Ha TeMy "[loctpoeHure VPN Ha 6a3e nporpaMMHOro o6ecrne4yeHus"
1. Iesas padoTsl

O3znakomuThes ¢ mpuHIunamu nmoctpoenus VPN Ha 6a3e mporpaMmmMHOTo o0ecreueHusl.

2. Kparkue TeopeTnyecKue cBeleHuUst

VPN (anrn. Virtual Private Network — BupryanbHast wacTHas ceTb) — 000O0IIEHHOE
Ha3BaHHUC TeXHOJ’IOI‘Hﬁ, IIO3BOJJIAOIIIUX OGeCHe‘-II/ITb OAHO HNJIU HECKOJIBKO CETCEBBIX COC,HI/IHCHI/Iﬁ

(JIOTHYeCKYIO CETh) MOBEPX APYTroi ceTH (Hampumep, UHTEPHET).

BuptyansHas yacTHas ceTb Oa3upyeTcsl Ha TpeX METOAax pean3aluu:

TynnenupoBanue;

[Iudposanue;

AyrenTuduxanus.

Hamachi— »3To mporpamma, mo3BoJisiroiasi Co3aath BUPTyaibHYIO 4acTHYIO ceThb (VPN)
yepe3 MHTepHET U 00BEAUHUTH B HEM HECKONBKO KOMIIbIOTEpOB. [locie co3manusi Takoi cetu
MOJIb30BaTENHN MOTYT ycTaHaBiuBath VPN-ceccun mexay co0oii 1 paboTaTh B 3TOW CETH TOYHO
Tak e, Kak B 0ObuHOW JokanmbHOH (LAN) cetm ¢ BO3MOXHOCTBIO OOMeHa (aiiamu,
YAQJIEHHOI0 aAMUHUCTPUPOBAHUS KOMITbIOTEPOB U T.14. [IpenmymectBo VPN-cetn 3akmtouaercs
B TOM, YTO OHa MOJHOCTHIO 3alIMIIEHa OT HECAHKIIMOHUPOBAHHOTO BMEIIATENLCTBA U HEBUIMMA

nus3 I/IHTepHeTa, XOTA U CYHICCTBYCT B HCM.

HporpaMMa Hamachi JOJIKHa OBITH YCTAHOBJICHA Ha BCCX KOMIIBKOTECPAX, KOTOPLIC

npeamnojgaracTcs O6”I)GI[I/IHI/ITI> B BUPTYAJIbHYIO YaCTHYIO CCTh.

BHpTyaanaﬂ CCTh CO34acTCA C NOMOILIBIO CIICHUAIIM3UPOBAHHOI'O CCPBCPa Hamachi B

WNHrepHere.

[Tocne Toro kak ¢ momomipio cepepa Hamachi coznmaercss BupTyanbHas ceTb MEXAY
BbIOpaHHBIMU KOMITbIOTEPAMH, 0OMEH UHpOpMale Mexay kaueHtamu VPN-cetn npoucxoaut
y’Ke HampsiMyto, TO ecTb 0e3 ywactusi cepBepa Hamachi. [Ins oOMeHa DaHHBIMH MeEXIy

ximeHTamu VPN-cetu ucnoins3yercs nporoxos UDP.

3. 3apanue
3aj1aHue paccYNTaHo Ha paboTy B mape.

HOpr)IOK BBITIOJTHCHHUA 3aJaHUsA:
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1. 3arpy3uTh porpammy "LogMeln Hamachi" c caiita
http://hamachi.ru.softonic.com/ na o6a kommbroTepa OyayIIEH ceTH.

2. Coznatb CETh, MOJIB3YSCh MOJCKa3KaMHu Ha caire
http://hamachiinfo.ru/nastrojka.html

3. OObeuHUTH B CETh MPUHTEP, KaMepy WIH APYroe yCTPOHUCTBO JMOO pa3BepHYThH

B CETU Kakoe-I100 mporpaMMHoOe obecrieueHue (Hapumep, urpy).

4, IToaroTOBUTH OTYET.
4. Conepskanue oTyera
1 TUuTyIbHBIN TUCT
2. ConepxaHue oTuera
3 3aganue
4, Nmena co3gaHHOM ceT U mojb3oBareieli. OCHOBHBIC HACTPOHKH CETH

(ckpuHIIOTHI). OTOOPA3UTHL B 0TYETE HACTPOHKHU ayTeHTU(PUKALMUHN U IIUPPOBAHUS.
o. [Ipumep coBMECTHOM pabOTHI TIOJIL30BATENECH B CETH (CKPUHILIOTHI).

6. Brisoas!
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